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Abstract

In this dissertation, we studied how an adversary could attack databases and

how the system could prevent or recover from such an attack. Our motivation to im-

prove the current security capabilities of database management systems. We provided

better recovery capabilities of database management systems by incorporating data

provenance. We also expand our study to express security and privacy needs of data

in the Internet of Things (IoT) environments such as a smart home environment. For

this, we proposed a stream data security model to theoretically represent the data

in the IoT network. We built a dynamic authorization model on our context-aware

architecture and stream data model. We demonstrated the capabilities of our dy-

namic security policy to address security needs due to the changes in the context.

Furthermore, we demonstrated the applicability of our approach by implementing our

framework in a smart home IoT network. For our proof-of-concept implementation,

we used a commercial and open-source home automaton software. Our approach to

improve the system is expanding it by incorporating third party applications, such as

a dynamic access control engine. We aim to incorporate a logic reasoner into smart

home automaton to provide situation-aware capabilities to the system in this study.

The main research questions in this dissertation are as follows:

1. How can we improve the efficiency of database recovery after a ma-

licious transaction attack?

We proposed algorithms to reduce the downtime of the database during the

recovery process. The traditional approach for recovery is to execute all non-

malicious transactions from a consistent rollback point. However, this approach
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is inefficient. First, the database will be unavailable until the restoration is

finished. Second, all non-malicious transactions that are committed after the

rollback state need to be re-executed. The intuition for our approach is to re-

execute partial transactions, i.e., only the operations that were affected by the

malicious transactions.

2. How to support context-aware and dynamic security policy for stream

data model?

We proposed a semantics-based authorization model for stream data. We

demonstrate that current authorization models are insufficient to provide dy-

namic access control for emerging technologies, such as the Internet of Thing.

We propose an authorization model using ontologies and rules to express secu-

rity requirements for stream data. Our model supports secure interoperation

and is independent from the data syntax. We propose security object patterns

to express access control needs. These patterns are associated with the ontolog-

ical concepts corresponding to the database schema. Data instances inherit the

security protection needs from these ontological concepts. We aim to support

dynamic security policies due to changes in the context. Such changes may re-

sult in new security assignments to the protected objects. We model contextual

changes as finite state transition automata.

3. How can we support situation-aware decision making for a smart

home environment?

We proposde an architecture to enable third party applications within the pop-

ular home automation environment. Our claim is that the functionality of these

popular smart platforms can be improved by enabling third party applications,

such as situation-aware decision making. We show how third-party applications

may support home automation systems to respond to complex environmental
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changes. We implemented a proof-of-concept prototype system to demonstrate

how home automation applications can interact with logic reasoners to support

dynamic system policies. Our implementation was built using an open source

Home Assistant platform and Protégé-OWL reasoner. We propose threat mod-

eling, develop the use and misuse cases for a smart home environment, and

support for data exchange between the home automation system and the rea-

soner.
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Chapter 1

Introduction

1.1 Research Motivation

Database has been a research topic for decades. In the past, the research were fo-

cused on performance which produced our current efficient database system which

has been relied on by every organizations. Information is always a valuable resource

for every organizations and database is where those valuable information is stored.

Those information is valuable for both organization and attacker. Losing the control

over database by an attack can create devastating loss in both direct and indirect

costs. From IBM’s annual report, the direct cost of a single data breach is $3.86

millions on average in 2020[1]. Moreover, the data breach can also damage the rep-

utation of the organization which create an indirect cost. To protect the valuable

resource and limit the cost from attacks, the security capabilities are needed. The

core security objectives consist of confidentiality, integrity and availability (CIA). CIA

principle has been used to address security requirements and design security policy

for database. Confidentiality protects data in database from being disclosed to unau-

thorized users. Integrity ensures that data in database is accurate and attacker can

not temper it. Availability guarantees that authorized users can access data when

needed. To achieve CIA objectives, security mechanism must be developed. There

are 3 security mechanism types: prevention, detection, and recovery. Access control

is the most well-known prevention mechanisms to protect confidentiality of database.

There are many access control models with different strengths and weaknesses such
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as Discretionary access control (DAC), Mandatory access control (MAC), and Role-

based access control (RBAC). Detection mechanism is relied on monitoring system

to detect known attacks or anomalies. Also, in the case we fail to prevent the attack,

recovery mechanism is required to return database to the consistent state such as

rolling the data back to the state before being attacked.

In this dissertation, we focus on 3 research questions as follows. Does the current

database recovery method sufficient? Does the stream data authorization model

sufficient? How to provide IoT specific security requirement?.

1.2 Database Recovery

One of attacks specific to database is the malicious transaction. It is an attack

which attacker commit fraud transactions to the database. Malicious transaction

attacks are often detected at a later time, after malicious transaction as well as other

transactions dependent of the malicious one are committed. The traditional recovery

method is rollback the database to a consistent backup point then re-execute all non-

malicious transactions again. However, this causes the database to be unavailable

until the restoration is completed. Moreover, we have to re-execute transactions

which were not affected by the malicious attack. To improve recovery speed, identify

and re-execute only affected transactions is one of approaches. Many researchers

proposed approaches to determine affected transactions. The approaches presented by

Ammann et al. [2], Liu et al. [3], Panda et al. [4] have used transaction dependency to

identify compromised transactions. The works of Kim et al. [5], and Chandra et al. [6]

have used input comparison to determine unaffected transactions. Input comparison

approaches provide simpler and faster solutions than the dependency approaches.

However, transaction dependency approaches provide greater details about which

transactions are affected and a higher possibility to salvage good transactions than the

input comparison approaches. Therefore, there is a possibility that the dependency-
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based approaches may provide better overall performance than input comparison-

based approaches when it can salvage many good transactions. In this case, the

reduced re-execution cost outweighs the slower determination process.

1.3 Stream Data Security

Stream data is a data model for continuous sequential data processing. Unlike con-

ventional databases, the data will be processed once it arrives to the system with

continuous queries. The current stream data security models are insufficient. They

cannot provide flexible, fine granularity, and adaptive security policies. They provide

security capabilities for stream data by using end-to-end encryption, in which all

communications between data sources and the system are encrypted. This technique

can provide CIA over the transmissions. Despite how efficient this approach is, it

lacks granularity and a multi-level security capability. This approach cannot provide

needed security capabilities to protect privacy or provide multi-level security policies

because there are only two choices between encrypting the whole transmission or

nothing at all. The limitation of all or nothing protection doesn’t reflect the needed

of multiple security levels in data stream contains critical personal information such

as medical monitoring devices, social media, or other online activity monitors. Such

limitations were addressed by researchers, so syntax-based security approaches have

been introduced. Syntax-based approaches can provide multi-level security by spec-

ifying the security level of attributes in stream data. However, stream data tuple

lacks metadata of its data. The attributes in stream data tuple are recognized by its

position in tuple. This limitation introduces a security risk in the case that attribute

positions are swapped.
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1.4 Specific Need of Internet of Things

One of the area which heavily uses stream data is Internet of Things (IoT). IoT is

the network of devices which connect and exchange data over the internet. Many

devices, such as portable medical monitors, observe and send sensitive information of

users. Privacy is the major concern of patients’ medical information. Only patients

and their authorized physicians should be able to access the information. However,

that information is crucial during emergencies and first responders must be able to

acquire it as fast as possible. For example, the GPS location of patients must be

protected and no other people except the patient himself should be able to access it.

However, his location must be provided to first responders in emergency situations

so that he can be rescued in time. The first problem that has to be addressed is

the definition of emergency situation. It cannot be defined by any specific value of

attributes. Each patient is different; the same value of a heart rate can mean a normal

situation for one patient but an emergency situation for another. The heart rate of

the same person can also differ depending on his current activity. For example, if

a patient’s heart rate is slowly rising, it can be considered normal because he may

currently work out. However, the same value of heart rate can be an emergency if it

suddenly rises. Additionally, even if the heart rate is in the normal range, the patient

can currently suffer from a heart attack if the rate is unstable. In this case, the value

of any single tuple cannot present the situation at all. This problem shows that we

have to understand the context of information corresponding to each individual to

accurately classify the situation.

The semantic-based approaches can provide capabilities to express security needs

in a context-aware manner. The semantic-based approaches allow to defines security

policies that can adopt according to the context of the access. Moreover, such policies

support interpolation and secured sharing of data.
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1.5 Organization of the Dissertation

The organization of the proposal is as follows: Chapter 1 discusses the problems and

motivating situations which drive the direction of research. Chapter 2 illustrates mo-

tivating examples driving this research. Chapter 3 describes the general knowledge

and works which are related to this research. Chapter 4 discusses the problem, de-

fines the formal definitions for database recovery, and presents a solution to recover

database from a specific malicious attack. 5 discusses the home automaton environ-

ment and demonstrate a proof-of-concept improvement with logic reasoners. Chapter

6 defines the stream data model, security approach and presents an approach to solve

a stream data security problem.
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Chapter 2

Motivation

In this section we present motivating examples to demonstrate the shortcomings of

current stream data authorization models.

In stream data, only a part of data can be processed at any given time via contin-

uous queries. The data will be processed with the same queries over and over again.

Different order of the stream tuples will result in different results. Similarly, missing

tuples will impact the results of the continuous queries. Incorrect ordering can be

detected in case the timestamps are correct. However, malicious users may modify

the timestamp to achieve a desired evaluation schedule. Moreover, the completeness

of the stream may be difficult to detect, if there is no predetermined schedule of the

arrival of the stream tuples. Next, we demonstrate some of the scenarios that may

occur in the presence of malicious users.

Health monitoring sensors broadcast vital signs, such as body temperature, pulse

rate, respiration rate, blood pressure, and pulse oximetry. These vital signs are fre-

quently observed by medical staffs during hospital admission. The frequency can

vary depending on the condition of patients. For example, pulse oximetry measures

the oxygen saturation in blood. The normal value is between 95-100%. The oxygen

saturation value below 90% is referred as hypoxemia. Patients generally show signs

of mental impairment at oxygen saturation below 85% and completely lose conscious-

ness at below 75%[7]. The presence of hypoxemia is generally caused by underlying

conditions of the heart or lungs, which may require emergency care. The lack of oxy-

gen from hypoxemia can lead to a wide range of complications from minor headaches
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to respiratory failure, which can lead to death or permanent brain damage in a mat-

ter of minutes without an immediate response. Oxygen saturation level is generally

observed every 4 hours in admitted patient care but constantly observed in critically

ill patient cases.

Figure 2.1 Oxygen saturation monitoring results in an emergency patient

Figure 2.1 shows an example of oxygen saturation monitoring results. In this

example, as soon as hypoxemia was detected treatment was initiated. The timely

treatment prevented long-term complications for the patient.
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Figure 2.2 Incorrect order of monitoring results

Figure 2.2 shows an example of the same situation as Figure 2.1 with an incorrect

ordering. The medical staff missed the early low oxygen saturation sign at 9:10

AM and didn’t initiate the emergency procedure. To avoid penalty, they switched

the timestamp of the measurements, claiming that the readings were inconclusive.

The patient did not receive appropriate treatment in time which lead to long-term

complications.
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Figure 2.3 Incomplete monitoring results

Figure 2.3 shows an example of the same situation as Figure 2.1 but demonstrating

the problem of incomplete data. In this case, the reading at 9:10 AM is missing or

intentionally removed. The missing data resulted in late diagnosis, thus the patient

did not receive appropriate treatment in time. This lead to long-term complications.
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Chapter 3

Related Work

3.1 Database Recovery

Data provenance is the historic records of how the data was created and processed over

time, it can be used to support many analysis and forensic activities. For example,

analyzing how reliable of the new data by comparing it to the past records as in the

work of He et al.[8], detecting the source of data leakages by tracking the accesses of

data as in the work of Zhang et al.[9], detecting the malicious activities by analyzing

the signatures of entities as in the work of Backes et al.[10], or providing information

to recreate the data as in the work of Foster et al. [11]. As illustrated by earlier

examples, data provenance can be used to support many activities such as detecting

unreliable data, system weaknesses, malicious activities, and data recreation. It can

be used to provide data security by detecting those malicious attacks before any

damage has been done to the data and also recover data from any successful attacks.

An effective data recovery can reduce the cost to return a system to a reliable state

after malicious attacks. We aim to incorporate data provenance to improve data

recovery by minimize the data recreation process after malicious attacks.

3.2 Access Control Model

To provide security capabilities, access control models were introduced. Each type of

access control have pro and con as follows.
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3.2.1 Mandatory Access Control (MAC)

It is an access control model which the system assigns security levels of subjects and

objects[12][13]. The user(subject) can access a file(object) only when the user has

at least the same security level as that file. For example, giving security levels; "top

secret" > "secret" > "public". An user that have "secret" clearance can access files

with "public" or " secret" security label but not a file with "top secret" security label.

MAC provides intuitive and centralize security policies. Only the system ad-

ministrator may access or alter security control. This reduces the chance having

vulnerabilities created by human errors from untrained users. However, the system

also requires constant attention from administrators to assign or alter security levels

for each subjects and objects. It also doesn’t scale well with a huge organization be-

cause security levels must be assigned every time a file is created or an user’s position

is changed.

3.2.2 Discretionary Access Control (DAC)

It is an access control model which the owners of each files decide who can access their

files[13]. Each objects in DAC are assumed to have owner who control the permission

to access those objects. The owner has full control over his files and can give other

users the permission to access his files. For example, Alice creates file A so she is the

owner of it. She can give the permission to access file A to Bob. Bob will be able to

access file A but Claire cannot access it.

DAC provides simple and flexible security policies. Each users can decide the per-

mission of their own files as soon as the files are created. This requires less attention

from the system administrator to manage the system. It’s also user-friendly since

users can manage their own files without having to contact the system administrator.

However, the system will be more likely to have vulnerabilities because of human

errors from users who lack security awareness.

11



3.2.3 Role-based Access Control (RBAC)

It is an access control model which the system assigns security levels of roles and ob-

jects[12][13]. This access control model is closely related to MAC. Instead of assigning

security levels to each users, users will be assigned roles which contain permissions.

For example, a role A has permissions to access file a. If role A is assigned to Ann

and Ben, they will be able to access file a.

RBAC provides easy-to-maintain security policies for huge organizations. The

huge organizations usually contain many users with the same job positions. Their

privileges should be the same so grouping them together will greatly reduce the size of

policy compared to MAC. However, if each users have unique permissions or cannot

be grouped together into roles, RBAC will have more cost than MAC because an extra

step from assigning permissions to roles instead of assigning permissions directly to

users.

3.2.4 Context-Aware Access Control

It is an access control which the permission is decided based on the context[14][15].

It usually be used as another layer on the top of other access control models. The

context can be many kinds of contextual knowledge such as user identity, location,

time, or situation. For example, the medical records of patients are confidential in a

normal situation and should be disclosed to those patients’ physician only. But if a

patient is in an emergency situation, the first responder should be allowed to access

that patient’s medical record.

Context-Aware Access Control proposes a flexible and dynamic access control

which can adapt to situations. It can provide a responsive access control which

decide the appropriate permission to users. However, it requires much higher cost

and knowledge to design the dynamic policy more than access controls with static

policies.
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3.3 Stream Data Security

Current work on stream data security focuses on confidentiality[16][17][18]. The first

priority of stream data design is performance. To provide security capabilities with

the least effect on performance, the major methods providing confidentiality are based

on end-to-end cryptography[19][20][21][22][23]. However, end-to-end encryption tech-

niques provide confidentiality over only the whole package. They are unable to pro-

vide fine granularity authorization, and cannot enforce advanced security require-

ments, such as role-based, lattice-based access control, or dynamic security policies.

Therefore, such requirements must be enforced by the receiving applications. Many

researchers introduce syntax-based security techniques for streaming data. The se-

curity requirements are assigned to each attribute by their positions in the stream

tuple. Nehme et al.[24] proposed a technique called security punctuation to provide

efficient access control for stream data. A security punctuation technique focuses on

providing privacy control for the data source side. The current security policy is sent

from the data source and specifies the security labels of attributes in the data tuple.

This approach allows the data source side to decide security needs which are suitable

for privacy sensitive data domains such as medical information.

Semantic approaches have been used in stream data since the field was established.

However, their main focus is how to interpret data and use it for data analytics[25][26].

Sabelfeld et al.[27] demonstrated that semantic security policies can provide precise

policies. They can be used to express and counter different kinds of attacks including

attacks based on timing and probability. Many group of researchers have introduced

semantic-based access controls. There are two major approaches to incorporate se-

mantics to security policy. The first one is the subject-based approach[28]. It uses

semantics to decide if the user is allowed to access the data or not. Even if the user

has legitimate credentials, the system may disallow him to access if he accesses it

from a suspicious place or a suspicious time. The second one is the context-based
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approach[29][30][31]. In this approach, whether the access is granted or not is based

on action. The semantic is built on the relation between user, data and the action

that will be performed. SeCoMan is one of the context-based approaches which pro-

vides privacy control over the IoT network[29]. It has been used over stream data

but the technique is not defined on a stream data model. This approach is built on

a relational model.

Stream data requires dynamic security policies because it is time sensitive. The

same attribute in stream data may require different security levels in different times

such as healthcare information in emergency. Lu et al.[32] proposed a framework

to provide privacy on mobile health monitoring devices. This approach uses mathe-

matical models on monitored information to detect emergency situation and release

information to qualified helpers. Other mathematical models to express emergency

situation were also proposed by many researchers[33][34][35]. Also, the network is a

crucial part of stream data. This make stream data inherits some problems from the

network such as out-of-order message arrival. The delay from the network can affect

the timing of incoming messages. Attackers can masquerade attacks as regular net-

work delays. The hypothetical reordering attack can break security on stream data

as follows. Security level of each attribute may be differ depending on time. It is

possible for attackers to change the security level by delaying messages or swapping

the message order. The integrity of message order is required to counter such attack.

3.4 IoT Data Security

Privacy is the major security concern related to commercial IoT devices. For ex-

ample, police officers can observe any camera footage from Ring™Doorbell without

permission from users[36]. This practice improves public security while completely

sacrifices each individual’s privacy. Not all footage will contribute to public security,

sacrifice all privacy is not a suitable cost. Based on many studies[37][38][39], most
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IoT devices in the market only focus on having strong secure connection between

devices and the server. They lack a good access control policy to protect sensitive

information. The information can be exposed to the third-party that operates the

service such as Amazon Web Services (AWS)[39]. Many devices even have outright

flaws which allow attackers to directly access the information from the server through

its API[38]. To improve this practice, giving away the appropriate footage is the key.

The home owners may feel comfortable to give away their door footage when they are

away from home but not when their kids playing in front of it. The suitable security

policy is depending on situations. Due to the fact that every homes are different,

it’s impossible to come up with the single policy to handle all footage. We propose

our dynamic security policies as a solution for this problem. Since the suitable policy

is depending on the situations, the way to express situation is crucial. Semantic is

required to express the situations.

Many researchers proposed some forms of dynamic security policies as the so-

lution to protect privacy in normal situations while does not put users at risk in

emergency situations. For example, consider the case of medical monitoring devices

in emergency situations, current approaches still use static security policies which

patients have to give up their privacy so experts can observe those information[40]

or use dynamic security policies based on mathematical models which is complicate

in practical. There are approaches to provide privacy while working around current

static model such as using statistic model to detect anomaly in data and grant access

to all data if they are requested during the present of anomaly[16]. We know that

semantic-based security policies can provide needed dynamic capabilities to protect

privacy without hinder emergency management. An architecture which incorporates

semantic-based security policy into a stream data model has the potential to provide

dynamic security policy which provide functionalities in emergency without sacrifice

privacy.
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Chapter 4

Database Recovery

Data provenance is a term referred to a record trail including the origin of a piece

of data and a track explaining how and why the data got to the current state. For

example, in Wikipedia, the view history provides a track record of who created the

page, who edited the page, when it was edited, and why it was edited. Data prove-

nance can provide information indicating the reliability of the data. Data reliability

is crucial for data security. Processing unreliable data can make a significant im-

pact. For example, assume that a bank processes a fake money transfer transaction.

This can create a loss for both customers and the bank in terms of capital loss and

reputation damage.

Additionally, in a database, The damage from a malicious transaction committing

unreliable data can also spread to other sections of the database which used corrupted

data to commit new data. Traditional data recovery method is rolling back the

database to a consistent backup point then re-execute all non-malicious transactions

which were committed after the backup point. However, this causes the database to

be unavailable until the restoration is completed. We propose a provenance-based

approach to efficiently recover database from malicious transactions.

4.1 Problem Specification

Malicious transactions can potentially be committed before detected thus propagating

their damage across the database. The problem of malicious transaction recovery has

2 major parts: identifying the scope of damage and repairing the damage. The

16



damage from a malicious transaction can spread to other transactions. For example,

if a malicious transaction Ti updates the value of attribute A1, every transaction that

uses this A1 will be affected by Ti and will need to be corrected. Furthermore, if an

affected non-malicious transaction Tj uses A1 to update A2, then A2 will need to be

corrected therefore spreading the damage and the scope of the correction. On the

other hand, if a transaction Tk which does not use A1 can be indirectly affected if it

uses A2 from Tj.

Our goal is to reduce the cost of locating every affected transaction, limit the time

for spreading of infections, and reduce the recovery work.

4.2 Preliminaries

In this section, we present our data model and corresponding definitions.

Definition 1. A relation schema R is denoted by R(A1, ..., An), where R is the name

of the relation and Ai|i ∈ {1, ..., n} is an attribute name.

Definition 2. An attribute value pair is denoted by (A, v), where v is the value of

an attribute A such that v is in the domain of attribute A, i.e., v ∈ Dom(A).

Definition 3. A relation instance r is denoted by r(R), where R(A1, ..., An) is the

relation schema of r. r is a set of tuples r = {t1, ..., tm}, where each tuple is a set of

n attribute value pair t = {(A1, v1), ..., (An, vn)} such that each value vi ∈ Dom(Ai).

We also represent a tuple as an order list of n values t =< v1, ..., vn > such that each

value vi ∈ Dom(Ai).

Definition 4. An attribute-value assignment is denoted by

t = {(A1, v1), .., (Aj, vj), .., (An, vn)}

−→ t′ = {(A1, v1), .., (Aj → exp), .., (An, vn)} (4.1)

17



for some attribute value pair of Aj ∈ R, (Aj, vj) will be set to (Aj, exp) such that

exp is either;

1. A constant value v′
j ∈ Dom(Aj).

2. An attribute Ak ∈ R with value vk, such that vk ∈ Dom(Ak).

3. An arithmetic expression which includes constant values, attribute names in R,

and/or arithmetic operators.

The representations of value assignment mentioned above are explained using the

following transaction on a relation r with schema R(A1, A2, A3).

Example 4.1 Transaction T1

UPDATE r

SET

A1 = 10 ,

A2 = A1 ,

A3 = 2A1 + 20 ;

In the above transaction, the attribute A1 is assigned by a constant value 10. The

attribute A2 is assigned the value of A1. The attribute A3 is assigned by arithmetic

expression containing attribute A1, constant values and arithmetic operator, the value

of A3 will be the result derived from the expression.

Definition 5. An attribute-value conditional assignment is denoted by

t{(A1, v1), .., (Aj, vj), .., (An, vn)}

−→ t′{(A1, v1), .., (Aj → exp, c), .., (An, vn)} (4.2)
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for some attribute value pair of Aj ∈ R, (Aj, vj) will be set to (Aj, {exp, c}) when

condition c is satisfied, such that c is a boolean expression which may include truth

values, boolean variables, arithmetic expressions, relational operators, and/or boolean

operators.

The multiple attributes assignment t{(A1, v1), .., (An, vn)}

−→ t′{(A1, v1), .., (Ai → expi, ci), ..., (Aj → expj, cj), .., (An, vn)} is interpreted as a

sequence of update to attributes Ai, ..., Aj

The representations of value conditional assignment mentioned above are ex-

plained using the following transaction on a relation r with schema R(A1, A2, A3).

Example 4.2 Conditional Update Transaction T2

UPDATE r

SET A1 = CASE

WHEN A1 > 10 THEN A1 = 10

ELSE NULL

END,

SET A2 = CASE

WHEN A1 < 10 AND A2 > A1 THEN A2 = A1

ELSE NULL

END

In the above transaction, the attribute A1 is assigned by a constant value 10 only if

the boolean expression A1 > 10 is satisfied. The attribute A2 is assigned by attribute

A1 and A2 will end up be assigned by the value of A1 only if the boolean expression

A1 < 10 ∧ A2 > A1 is satisfied.

Definition 6 (Data Dependency Pair). A data dependency pair is denoted by
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DpAi = (Ai, {A1, ..., An}) (4.3)

We also represent it as

DpAi = (Ai, SetAi) (4.4)

Where an attribute Ai depends on a set of attributes SetAi
= {A1, ..., An} such

that Ai ∈ R, i ∈ {1, ..., n}. The data dependency is transitive, i.e., if (Ai, Aj) and

(Aj, Ak) then (Ai, Ak). However, it is not reflexive, not symmetric.

For a transaction T, DpT = {DpA1 , ..., DpAn} denotes all the dependency pairs

DpA1 , ..., DpAn such that Ai|i ∈ {1, ..., n} were modified by T.

Definition 7 (Last Assignment Table). A last assignment table L has the schema

L(A, T ) (4.5)

Where A is the column with domain {A1, ..., An} ∈ R and T is the column for

representing the last transaction that updated attribute Ai, the domain of T is the

identities of the transaction.

Definition 8 (Transaction Dependency). Transaction Tj depends on transaction Ti

iff there is an attribute Aj that is modified by Tj and Aj depends on an attribute Ai

that was updated by Ti. The transaction dependency is transitive, i.e., transaction

Tk also depends on transaction Ti if there is an attribute Ak that is modified by Tk

and Ak depends on an attribute Aj that was updated by Tj. Where Aj depends on

an attribute Ai that was updated by Ti.

We also say that transaction Ti affects transaction Tj if transaction Tj depends on

transaction Ti

Definition 9. Data dependency record of provenance for transaction T is denoted

by

PT =< IDT , ts, R_s, W_s, Dp > (4.6)
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Where ts is a timestamp when transaction T committed, IDT is the id of transaction

Ti, R_s is a set of read attributes, W_s is a set of modified attributes, Dp is the

data dependency set of T

Assuming a transaction can read and write each attribute only once, we can recreate

the partial order of T as a directed acyclic graph (DAG) GT from a record of T in

PT by doing the following steps:

1. For each attribute Ai in R_s, create a node r[Ai].

2. For each attribute Aj in W_s, create a node w[Aj] and read DpAj
in Dp.

3. Create a directed edge from each r[Ai] where Ai is in SetAj
to w[Aj].

4. If any subgraph G′
T has only one node with no edge, create a directed edge

from the node in G′
T to another node outside of G′

T that has no directed edge

pointing to it.

5. If any subgraph G′
T contains an edge but does not contain any edge connect

to any node outside of G′
T , create a directed edge from any node that has no

directed edge pointing from it in G′
T to another node outside of G′

T that has no

directed edge pointing to it.

Definition 10 (Conflict transactions). Transaction T1 and transaction T2 are in

conflict if at least one of the following conditions is met:

1. R_sT1 ∩ W_sT2 is not ∅.

2. R_sT2 ∩ W_sT1 is not ∅.

3. W_sT1 ∩ W_sT2 is not ∅.

Notation 1. Given relation R with a single column. S[R] denotes the set containing

the attribute values of relation R
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4.3 Proposed Solution

In this section, we will present the algorithms needed to properly recover from mali-

cious transactions. Algorithm 1 creates a data dependency record of provenance for

each transaction. Each record contains transaction ID, timestamp, attributes which

are read or wrote by this transaction, and a set of data dependency pairs. These

records will be used to find the minimal number of transactions and attributes that

have to be recovered.

Algorithm 2 finds the affected transactions and affected attributes. The records

generated by Algorithm 1 provide information on how each attribute are updated.

By scanning through those records, all affected transactions and affected attributes

can be found. All affected transactions will be added into a table containing their

transaction ID and ID of transactions which they depend on. All affected attributes

will be locked until they are repaired. The last assignment table L is generated so

the system knows when affected attributes can be unlocked. Once affected attributes

are updated with values from re-execution of their last assignment transactions, they

will be unlocked.

Algorithm 3 repairs the damage. The affected transaction table AT generated

by Algorithm 2 provides information on which transactions have to be re-executed.

The re-execution will be processed on a snapshot of database. The unaffected part of

database can be operated during this repair process. The affected transactions will

be re-executed in a topological order based on transaction dependency. The affected

attributes will be unlocked once the transactions which last assigned them are re-

executed and committed. This provides availability of those attributes as soon as

possible.

Next, we analyze and formally prove the properties of our solution.

Theorem 1. Given a malicious transaction Tk and a data provenance table PT . The
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Algorithm 1 Create Data Dependency Provenance Record
Input: Transaction, Ti and data provenance table PT

Output: Data dependency provenance record of Ti as PTi
=<

IDTi
, ts, R_s, W_s, Dp >

1: Initialization
2: If data provenance table is not available, create an empty table

PT (ID, ts, R_s, W_s, Dp)
3: Let ts := "", R_s := {}, W_s := {}, Dp := {}, ts = timestamp when Ti is

committed, IDTi
= generated id based on transaction committed order

4:
5: for all attributes Ai in Ti do
6: if attribute Ai is assigned by {exp, c} then
7: SetAi

= {}
8: DpAi

= (Ai, SetAi
)

9: W_s = W_s ∪ Ai

10: for all attributes Aj in {exp, c} do
11: DpAi

= (Ai, {SetAi
∪ Aj})

12: end for
13: Add DpAi

to Dp
14: else
15: R_s = R_s ∪ Ai

16: end if
17: end for
18: Insert record (IDTi

, ts, R_s, W_s, Dp) into PT

tables AT and L, generated by Algorithm 2 are complete. That is, table AT contains

all transactions that are affected by Tk and a table L contains all attributes that are

affected by Tk.

This theorem shows that Algorithm 2 found all affected transactions and affected

attributes.

Proof. By induction;

Let T1, T2, ..., Tn be n transactions following Tk in transaction log, ATn contains all

transactions affected by Tk from T1 to Tn, and Ln contains all attributes affected by

Tk from Tk to Tn.

The base case: when n = 1.
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Algorithm 2 Finding affected transaction
Input: Data dependency provenance table PT , Transaction ID Tk of a malicious

transaction, and a transaction log
Output: The affected transaction table AT (T, SetT ) and the last assignment table

L(A, T )
1: Initialization
2: Create empty tables AT (T, SetT ), and L(A, T )
3:
4: Abort all incomplete transactions
5: We are locking the database
6: Read the data dependency provenance record PT of the malicious transaction Tk

in the table
7: for all dependency pair (Ai, SetAi

) in Dp do
8: Insert record (Ai, Tk) into L
9: end for

10: for all Ti following Tk in transaction log ordered by committed time do
11: Read record of Ti in PT

12: for all dependency pair (Ai, SetAi
) in Dp do

13: if SetAi
∩ S[πA(L)] is not ∅ then

14: if Ti ̸∈ S[πT (AT )] then
15: SetTi

= {}
16: for all Aj ∈ SetAi

∩ S[πA(L)] do
17: SetTi

= SetTi
∪ πT (σA=Aj

(L))
18: end for
19: Insert record (Ti, SetTi

) into AT
20: else
21: SetTi

= πSetT
(σT =Ti

(AT ))
22: for all Aj ∈ SetAi

∩ S[πA(L)] do
23: SetTi

= SetTi
∪ πT (σA=Aj

(L))
24: end for
25: Update record σT =Ti

(AT ) to (Ti, SetTi
)

26: end if
27: if Ai ̸∈ S[πA(L)] then
28: Insert record (Ai, Ti) into L
29: else
30: Update record σA=Ai

(L) to (Ai, Ti)
31: end if
32: else if Ai ∈ S[πA(L)] and SetAi

∩ S[πA(L)] is ∅ then
33: Delete record σA=Ai

(L)
34: end if
35: end for
36: end for
37: We are unlocking only the attributes in database ̸∈ S[πA(L)]
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Algorithm 3 Repairing
Input: The affected transaction table AT , the last assignment table L, and the

snapshot of database at the time before the malicious transaction committed
Output: A consistent database state which all malicious and affected transactions

are undone
1: Initialization
2: Create empty ordered list FixQueue =< T1, T2, ... > with the size equal to the

number of records in AT
3:
4: for all πSetT

(AT ) do
5: SetT = SetT − Tk

6: end for
7: while AT is not ∅ do
8: if πSetTi

(AT ) is empty then
9: Add Ti to FixQueue

10: Delete record σT =Ti
(AT )

11: for all πSetT
(AT ) do

12: SetT = SetT − Ti

13: end for
14: end if
15: end while
16: if Tk ∈ S[πT (L)] then
17: Fixed attributes F := πA(σT =Tk

(L))
18: for all Ai ∈ S[F ] do
19: Unlock Ai

20: end for
21: end if
22: for all FixQueue[i] where i = 0, i++ do
23: execute FixQueue[i]
24: if FixQueue[i] ∈ S[πT (L)] then
25: Fixed attributes F := πA(σT =F ixQueue[i](L))
26: for all Ai ∈ S[F ] do
27: Update database with Ai

28: Unlock Ai

29: end for
30: end if
31: end for
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1. Let L1 initially contains all attributes updated by Tk.

2. AT1 contains T1 if T1 update an attribute A1 depending on an attribute Ak in

L1.

3. Records of T1 in data provenance table PT shows whether A1 depends on Ak.

4. If A1 depends on Ak, A1 is also affected by Tk so T1 is added to AT1 and A1 is

added to L1.

The induction case: assume ATn−1 contains all transactions that are affected by Tk

from T1 to Tn−1, and Ln−1 contains all attributes affected by Tk from Tk to Tn−1.

1. Consider transaction Tn update an attribute An.

2. Records of Tn in PT shows whether An depends on any attribute Al in Ln−1.

3. If An depends on Al, An is also affected by Tk so Tn is added to ATn and An is

added to Ln.

Conclusion: By the principle of induction, ATn contains all transactions affected by

Tk and Ln contains all attributes affected by Tk.

Theorem 2. Given an affected transaction list AT , the last assignment table L, and

the snapshot of database at the time before the malicious transaction Tk committed.

Then Algorithm 3 recovers the database to consistent state without any affect from

Tk and preserves all other transaction results.

This theorem shows that Algorithm 3 removed all damage from the malicious

transaction and preserved all non-malicious transaction results.

Proof. By contradiction;

1. Assume that some inconsistent attribute Ai that is affected by malicious trans-

action Tk and Ai is not fixed by algorithm 3 .
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2. But attribute Ai must be assigned by a transaction Ti that is affected by Tk.

3. Algorithm 3 executes all transactions in AT by their committed order on the

given snapshot and AT contains all transactions that are affected by Tk.

4. AT contains all transaction id which are affected by Tk. So Ti is in AT .

5. Since Ti is re-executed from a consistent state without affect from Tk by algo-

rithm 3, all attributes assigned by Ti are consistent including Ai.

6. So Ai must be consistent. This contradict the supposition that Ai is inconsis-

tent.

Theorem 3. Let transaction Ti be any transaction in AT and transaction Tj is any

incoming transaction. Assume that all transactions obey the Two-phase locking rule.

Then the history containing all operations of Ti and Tj is conflict-serializable.

This theorem shows that executing incoming transactions and repairing can be

run concurrently. The result of database state will be correct and consistent with

respect to conflict serializability.

Proof.

Case 1: There is no conflict operation between transaction Ti and Tj.

1. In this case, the following conditions must be true by definition of conflict

transactions

a) R_sTi
∩ W_sTj

is ∅.

b) R_sTj
∩ W_sTi

is ∅.

c) W_sTi
∩ W_sTj

is ∅.

2. The partial order of transaction Ti and Tj can be represent using directed graph.
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3. There is no edge between node of Ti and Tj because of the conditions above.

4. So the graph is a directed acyclic graph. This history is conflict-serializable.

Case 2: There is a conflict operation between transaction Ti and Tj.

1. In this case, at least one of the following conditions must be true by definition

of conflict transactions

a) R_sTi
∩ W_sTj

is not ∅.

b) R_sTj
∩ W_sTi

is not ∅.

c) W_sTi
∩ W_sTj

is not ∅.

2. Case (a): R_sTi
∩ W_sTj

is not ∅.

1 Ti always read attribute value from the snapshot which is a database state

preceding a state that Tj writes. So the read operation of Ti always pre-

cedes the write operation of Tj.

2 The partial order of transaction Ti and Tj can be represented using a

directed graph.

3 The edge between node of Ti and Tj is in a direction from Ti to Tj because

Ti always precedes Tj.

4 So the graph is a directed acyclic graph. This history is conflict-serializable.

3. Case (b): R_sTj
∩ W_sTi

is not ∅.

1 Algorithm 2 discovers all attributes that are affected by a malicious trans-

action Tk as claimed in Theorem 1 and it lock all those attributes.

2 There are 2 possible cases as follows:

i) The attribute Ai in R_sTj
∩ W_sTi

is not an affected attribute.
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Figure 4.1 Transaction Dependency in Case 2.b.i

ii) The attribute Ai in R_sTj
∩ W_sTi

is an affected attribute.

2.1 Case (i): the attribute Ai in R_sTj
∩ W_sTi

is not an affected at-

tribute.

2.1.1 The attribute Ai which was written by affected transaction Ti is

consistent and will not be overwritten after Ti is re-executed in

snapshot. So the history is preserved and the write operation of

Ti over Ai precedes the read operation of Tj as in the original

history.

2.1.2 The partial order of transaction Ti and Tj can be represent using

a directed graph.

2.1.3 The edge between node of Ti and Tj is in a direction from Ti to Tj

because Ti always precedes Tj.

2.1.4 So the graph is a directed acyclic graph. This history is conflict-

serializable.

2.2 Case (ii): The attribute Ai in R_sTj
∩ W_sTi

is an affected attribute.

2.2.1 The attribute Ai is locked by Algorithm 2 until the re-execution of

affected transactions which modify Ai is finished and the consistent

value of Ai is updated. So the write operation of Ti always precedes

the read operation of Tj.

2.2.2 The partial order of transaction Ti and Tj can be represented using

a directed graph.
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Figure 4.2 Transaction Dependency in Case 2.b.ii

2.2.3 The edge between node of Ti and Tj is in a direction from Ti to Tj

because Ti always precedes Tj.

2.2.4 So the graph is a directed acyclic graph. This history is conflict-

serializable.

4. Case (c): W_sTi
∩ W_sTj

is not ∅.

1 Algorithm 2 discovers all attributes that are affected by a malicious trans-

action Tk as claimed in Theorem 1 and it locks all those attributes.

2 There are 2 possible cases as follows:

i) The attribute Ai in W_sTj
∩ W_sTi

is not an affected attribute.

ii) The attribute Ai in W_sTj
∩ W_sTi

is an affected attribute.

2.1 Case (i): the attribute Ai in W_sTj
∩ W_sTi

is not an affected at-

tribute.

2.1.1 The attribute Ai which was written by affected transaction Ti is

consistent and will not be overwritten after Ti is re-executed in

snapshot. So the history is preserved and the write operation of

Ti over Ai precedes the write operation of Tj as in the original

history.

2.1.2 The partial order of transaction Ti and Tj can be represented using

a directed graph.

2.1.3 The edge between node of Ti and Tj is in a direction from Ti to Tj

because Ti always precede Tj.
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Figure 4.3 Transaction Dependency in Case 2.c.i

Figure 4.4 Transaction Dependency in Case 2.c.ii

2.1.4 So the graph is a directed acyclic graph. This history is conflict-

serializable.

2.2 Case (ii): the attribute Ai in W_sTj
∩ W_sTi

is an affected attribute.

2.2.1 The attribute Ai is locked by Algorithm 2 until the re-execution of

affected transactions which modify Ai is finished and the consistent

value of Ai is updated. So the write operation of Ti always precedes

the write operation of Tj.

2.2.2 The partial order of transaction Ti and Tj can be represented using

a directed graph.

2.2.3 The edge between node of Ti and Tj is in a direction from Ti to Tj

because Ti always precedes Tj.

2.2.4 So the graph is a directed acyclic graph. This history is conflict-

serializable.

5. Consider all the possible cases, the history containing all operations of Ti and

Tj is conflict-serializable.
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4.4 Provenance Protection

We have to protect our provenance records. In addition to malicious transaction at-

tacks, attackers can also target our provenance records. This can hinder the recovery

process by rendering the provenance records unusable. To protect our provenance

records, we can implement protection mechanism. One of the possible approaches

is blockchain technology. Many researchers proposed approaches using blockchain to

protect provenance data [41][42][43]. The blockchain can guarantee the integrity of

its records as long as the honest nodes are the majority of the blockchain network.

To apply blockchain to our approach, we can store our data dependency provenance

records in form of blocks in the blockchain. After the record blocks are validated

and stored on the blockchain network, attackers cannot temper them without hav-

ing computational power more than the rest of the network. However, blockchain

approach also have disadvantages. The records on blockchain are public, anyone can

read the records. It’s also computationally expensive and slow.
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Chapter 5

Smart Home Improvement

5.1 System Architecture

Smart home automation systems aim to allow home owners to seamlessly integrate

multiple devices. Typical functionalities provided by home automation systems in-

clude fire and carbon monoxide monitoring, remote control of lights, thermostat,

and smart appliances; security systems and cameras; real-time alerts; and integration

with smart platforms (e.g., Alexa, Siri, Google Home). Some of the home automation

systems also support data analysis to help data-driven decision making. However,

current home automation systems fall short in incorporating the achievements of the

situation-aware decision making research or to allow easy plug-in third party appli-

cations.

5.1.1 System Overview

We present a local architecture for extending the popular home automation systems

with third party applications. Figure 5.1 shows the system overview for our appli-

cation. The current implementation focuses on connecting Home Assistant, an open

source home automation system, with a Protégé-OWL reasoner. The current proof-

of-concept implementation is based on using local communication between Home

Assistant and the reasoner. Device data from Home Assistant is converted to XML

format and pushed to the reasoner. The result from the reasoner is sent back in

XML format to be inserted to the Home Assistant database. Based on the received

feedback from the reasoner, Home Assistant carries out the appropriate actions.
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The advantage of decoupling the reasoner from the Home Assistant application is

that our approach can also be used with other home automation software. The data

exchange schema is based on data semantics and independent from local data models.

The same schema can support other home automation platforms with mapping their

data models to the data exchange format.

5.1.2 Home Assistant Overview

Home Assistant is a free and open source software platform that can be used for

integrating IoT devices in a home network. It has a web user interface that can be

used as a central system for controlling the devices in the home IoT network. The

Home Assistant Operating System can be installed on various platforms. After the

installation, the user creates an owner account with administrator privileges. Next,

the Home Assistant shows the discovered devices in the network and provides the

interface for integrating these devices. The user then can write automation rules

based on triggering of an event (e.g., "Turn the porch light off at sunrise"), or based

on user detection (e.g., "Turn the front door light on when user Alex enters the

house").

5.1.3 Context and Situation-Aware Reasoning

Context-aware decision support has been studied extensively in the context of ac-

cess control policies [14][15][44]. Weather, location, fire, computer network, and user

security clearances are examples of contextual information. Context-Aware Access

Control proposes a flexible and dynamic access control which can adapt to specific

context characteristics. During the last decade, situation-aware security approaches

were developed to address the dynamic and ad-hoc nature of IoT networks [45][46][47],

[48]. These efforts aim to extend the security capabilities to identify situations and

adopt the appropriate policy accordingly. Semantics-based data integration and on-
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tological reasoning are the backbone of these approaches. Despite the achievements

of the situational-aware security researchers, these technologies are not sufficiently

incorporated in smart home environment. The closest to our work is by Chen et

al. [46]. The authors address the specific needs in smart home environment, focusing

of assisted living. Our primary focus on the security, safety, and privacy of smart

homes, in particular, in the context of home automation systems.

Figure 5.1 Smart Home Automation System Architecture

5.2 Use Cases and Misuse Cases

Use cases are widely used to model functional requirements is software and system

engineering. Uses cases allow the developers to analyze how the system is planned

to be used and who are the intended actors. Actors may be human users of external

systems or events. During the last couple of decades, the concept of misuse cases (or

abuse cases) have been developed. Misuse cases allow the developers to to analyze

negative scenarios and define how the system should behave under such circumstances

(see Figure 5.2 for a representative example on misuse cases). Misuse cases impact

the use cases and often lead to new functionality requirements. Modelling poten-

tial threats against the system has been shown to increase the security, safety, and
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reliability of such systems.

Understanding threats against the smart home environment is crucial. Most of

the research and development efforts focused on the security and privacy threats

against the underlying technologies and infrastructure (see [49] for an overview). More

recently, researchers addressed the threat against smart home environment from the

behavioral aspect of the malicious users, e.g., insiders’ misuse of the technology [50].

Our aim is to discovers new use cases based on understanding both technical and

behavioral threats. For example, consider the use case of providing fire safety for

a smart home. The interleaved use case and misuse case diagrams are presented in

Figure 5.2.

Figure 5.2 Home Assistant’s response to fire in case of hearing impaired home

owner

The main actors are the home owner (intended user); the house fire, and the

hearing impairment of the home owner (malicious actors). The house fire threatens

the safety of the house and the owners. The sound of the fire alarm mitigates the

threat by alerting the home owner to the threat; so the owner could leave the house

and call 911. However, if the home owner is hearing impaired, the alarm may go

unnoticed, thus threatening the effect of the fire alarm. To mitigate this threat, we

extended the home automation system to turn on the light and signal the Morse

code for S.O.S. signal repeatedly. The three short, three long, and three short signal

sequence is universally known to indicate a crisis situation. By projecting S.O.S., the
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home automation system would alert the home owner, as well as external observers

for the crisis.

5.3 Proposed Solution

In this section, we proposed a local system architecture to support the extension

of home automation systems with third party applications. We argued that such

extensions would enhance the functionality of the home automation environment.

In particular, we focused on supporting semantics-based data sharing and dynamic

policy support. We proposed the use of XML data exchange format to allow interop-

eration and make our proposed approach applicable to a variety of home automation

systems. We also demonstrated that our reasoner was able to derive situation-aware

information from the device data. This information, when received by Home As-

sistant, lead to the desired activity, i.e., the signalling of the S.O.S. Morse code via

smart light bulbs. The uniqueness of this approach is that we were able to control the

behavior of the home automation system based on the situation decision derived by

the Protégé reasoner. Such enhancement of smart platforms are critical in supporting

complex requirements for owners with disabilities.

5.3.1 Protégé Reasoner

We implemented our dynamic policy reasoner using Protégé[51] and Semantic Web

Rule Language (SWRL). Protégé is an open-source ontology tool for Web Ontology

Language (OWL) development. It provide various functionalities such as creating,

modifying, reasoning, querying, and visualizing an ontology. SWRL can enhance

reasoning capabilities of OWL by providing a rule language.
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Figure 5.3 The Simplified Temperature Reasoner Ontology in the Protégé

Figure 5.3 shows a simplified temperature reasoner ontology. We used this sim-

plified ontology to derive the current situation based on the observed temperature.

Consider the following examples where the room temperature indicates normal, cau-

tion, or emergency situations.

SWRL rule 1. If the observed temperature at any given locations and time is

between 70 to 80 degrees Fahrenheit, the temperature status is Normal.

Observation(? x) ∧ hasResult(? x, ? y) ∧ hasT emperature(? y, ? r) ∧ hasUnit(? y, ”F ahrenheit”)

∧ swrlb : lessT han(? r, 80) ∧ swrlb : greaterT hanOrEqual(? r, 70) →

SystemStatus(CurrentT emperatureStatus) ∧ hasStatus(CurrentT emperatureStatus, Normal)

SWRL rule 2. If the observed temperature at any given locations and time is

between 80 to 120 degrees Fahrenheit, the temperature status is Caution.

Observation(? x) ∧ hasResult(? x, ? y) ∧ hasT emperature(? y, ? r) ∧ hasUnit(? y, ”F ahrenheit”)

∧ swrlb : lessT han(? r, 120) ∧ swrlb : greaterT hanOrEqual(? r, 80) →

SystemStatus(CurrentT emperatureStatus) ∧ hasStatus(CurrentT emperatureStatus, Caution)
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SWRL rule 3. If the observed temperature at any given locations and time is

more than 120 degrees Fahrenheit, the temperature status is Emergency.

Observation(? x) ∧ hasResult(? x, ? y) ∧ hasT emperature(? y, ? r) ∧ hasUnit(? y, ”F ahrenheit”)

∧ swrlb : greaterT hanOrEqual(? r, 120) → SystemStatus(CurrentT emperatureStatus)

∧ hasStatus(CurrentT emperatureStatus, Emergency)

Figure 5.4 The Finite-State Machine for Situation Derivation

We use the temperature status (conclusions of the SWRL rules) to derive situa-

tional information. These conclusions trigger state changes in our finite-state machine

in Figure 5.4. We derive four situations; normal, system malfunction, extreme heat,

and fire.

Situation: Normal. The temperature status is normal. The system resumes

normal operation and waits for the next observation.

Situation: Fire. If the temperature status changes rapidly from normal to

emergency temperature. The system can derive that the fire occurs. The emergency

procedures will be followed such as raising the alarm, calling the fire service, and

activating water sprinklers. Note, that after reaching this situation state, the state

will have to be changed manually by the system administrator to ensure that the

emergency situation is resolved.
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Situation: System Malfunction. If the temperature status changes slowly

from normal to caution temperature. The system can derive that there is a potential

malfunction in the temperature control system. The maintenance should be requested

to fix the issue. The system submits the alert and waits for the next observation to

update the situation. The situation can return to normal after the malfunction is

fixed and temperature status returns to normal.

Situation: Extreme Heat. If the temperature status changes slowly from

caution to emergency temperature. The system can derive that there is a potential

health hazard from built-up heat. To avoid heat stress, all people in the area should

be evacuated. Note, that after reaching this situation state, the state will have to be

changed manually by the system administrator to ensure that the emergency situation

is resolved.

5.3.2 Home Assistant Data Model

Figure 5.5 shows the high-level overview of the database that stores the device data

and control information of Home Assistant. Detailed information about the data

structure and user support to query the database is available at the Home Assistant’s

website [52]. Our research team used the data model to answer the following two

specific questions: 1) How to retrieve data that is needed for the Protégé decision

making? 2) How to store the result from the reasoner such that the appropriate

automation is carried out?
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Figure 5.5 Home Assistant database Entity-Relational Data Model

The Home Assistant’s database contains four tables: Events, States, Recorder

Runs, and Schema Changes. The most important one is the events table. Everything

that "happens" in Home Assistant is represented as an event. Each event has an

unique ID, type, data, and other attributes such as context. The context is used to

tie events and states together. Whenever an automation or user interaction triggers a

new change, a new context is created. This new context is attached to all events and

states that occur as the result of the change. States are representations of Entities in

Home Assistant. Each entity is a certain function of a device. For example, a motion

sensor is one device with three entities: motion, temperature, and light. Each entity

has a state such as on/off associated with it. States have an unique state id, the

event id that changed the state, and certain attributes that reveal extra state data

about the entity. The value last changed is the last time the state changed, whereas

last updated is the last time the state was checked, but not necessarily changed. A

schema change is an event that changes the database schema. This can happen when

an integration for a sensor platform is added. This allows certain data to be added

and available. The recorder is responsible for storing all the data. Each time Home

Assistant starts, the recorder starts a new recorder run. A run is finished when Home

Assistant gracefully shuts down or is restarted.
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5.3.3 Home Assistant and Protégé Data Sharing

Home Assistant supports built in functionalities as well as provides the capability

to code additional functionalities. To facilitate data exchange between the Home

Assistant platform and the reasoner, we developed an XML schema for data sharing.

This approach allows to extend the data sharing for future applications as well as

supported by most computing platforms. XML has been used to support data sharing

among heterogeneous data sources. Figure 5.6 outlines how the data is extracted from

the Home Assistant database, converted to the XML schema, and shared with the

reasoner. Similarly, the decision reached by the reasoner is converted to the XML

format, and incorporated in the Home Assistant database.

Figure 5.6 Communication between Home Assistant and Protégé via XML

To get data from Protégé to Home Assistant, we converted the CSV file that was

exported by Protégé. We used basic bash commands to create a script that got the

emergency status and the location of the emergency. To represent the decision data, a

state was created within the Home Assistant system that contained the hazard status

(normal/emergency), hazard location (bedroom, kitchen, etc.), and the hazard type

(fire, burglar, etc.). To push the data, simple REST API calls were made. To monitor

for emergency scenario, we implemented a Home Assistant script to monitor the state
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containing the Protégé decision. In case the hazard status changed to emergency,

Home Assistant sat the emergency flag and ran the corresponding automation. In

our fire emergency scenario, this automation is the repeated flashing of the S.O.S.

light signals.
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Chapter 6

Stream Data Security

6.1 Stream Data Model

In addition to traditional data security requirements. stream data requires secu-

rity capabilities to provide completeness of data, correct ordering, and semantic-

based dynamic security policy. Incomplete data and incorrect order affect integrity

of stream data. They also can not be addressed with relational database security

approaches. Semantic-based dynamic security policy is needed to provide fast and

situation-responsive availability. It can also counter attribute shuffle attacks which

are unique to stream data model due to the lack of metadata in tuples.

In this section we present our framework to address the above requirements.

Definition 11. Data Schema

A data schema D is a set of attribute names denoted by D(A1, ..., An), where D is

the name of the data schema and Ai|i ∈ {1, ..., n} is an attribute name.

Definition 12. Data Instance on Data Schema D

A data instance d on data schema D(A1, ..., An) is denoted as d =< a1, ..., an >,

where ai|i ∈ {1, ..., n} is the value of attribute Ai such that ai is in the domain of

attribute Ai, i.e., ai ∈ Dom(Ai).

We also denote data instance d as d =< A1 = a1, ..., An = an > to explicitly identify

the attribute values.

Definition 13. Stream Tuple

A stream tuple t from source l is denoted as t = (l, d, ts) , where ts is a timestamp

44



representing the time when t was generated.

Example 6.1 A stream tuple t1 from source sensor1 at 1:00AM

t1 = (sensor1 , < A1 = 10, A2 = 20, A1 = 30 > , 1 : 0 0 : 0 0AM)

The above stream tuple t1 was generated by source sensor1 at 1:00:00AM. It contains

a data instance d =< A1 = 10, A2 = 20, A1 = 30 > which specify the value of

attribute A1 is 10, the value of attribute A2 is 20, and the value of attribute A3 is 30.

Definition 14. Data Stream

A data stream S from source l during a time period from tsj to tsk is denoted as

Sl =< tj, ..., tk >, where ti = (li, di, tsi) such that li = l and < tsj, ..., tsk > is a

sequence of timestamps during a time period from tsj to tsk.

We also denote a data stream S from source l during time interval from tsj to tsk as

Sl[tsj, tsk] =< tj, ..., tk > or Sl[tsj, tsk] =< (l, dj, tsj), ..., (l, dk, tsk) >.

Example 6.2 A data stream S from source sensor1 from 1:00AM to 1:05AM

Ssensor1 [1 : 00 : 00AM, 1 : 05 : 00AM ] = < t2, t2, t3, t4, t5 > =

<

t1 = (sensor1 , < A1 = 10, A2 = 20, A1 = 30 > , 1 : 0 0 : 0 0AM) ,

t2 = (sensor1 , < A1 = 10, A2 = 20, A1 = 27 > , 1 : 0 1 : 0 0AM) ,

t3 = (sensor1 , < A1 = 11, A2 = 20, A1 = 27 > , 1 : 0 2 : 0 0AM) ,
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t4 = (sensor1 , < A1 = 11, A2 = 20, A1 = 30 > , 1 : 0 3 : 0 0AM) ,

t5 = (sensor1 , < A1 = 10, A2 = 22, A1 = 33 > , 1 : 0 5 : 0 0AM)

>

The above data stream Ssensor1 was generated by source sensor1 during 1:00:00AM

to 1:05:00AM. It contains stream tuples t1, t2, t3, t4, and t5, where the tuples were

generated in 1 minute intervals.

Definition 15. Stream Bundle

Let ts denotes a timestamp and l1, ..., ln denote stream data sources. A stream bundle

at the time ts, denoted as

Bts = {(l1, d1, ts), ..., (ln, dn, ts)}, is the set of stream tuples generated by the sources

l1, ..., ln at time ts.

Note, at this point we do not address the issue of incompatible time stamps due to

different levels of precision of the sources or due to the lack of synchronization.

Definition 16. Atomic Protected Object

An atomic protected object is a triple consisting of 3 elements; a source description,

a data description, and a timestamp description. A protected object o is denoted as

o = ((source = l, expl), (d, expd), (timestamp = ts, expts)) where each elements are

as following;

1. A source description (source = l, expl) where l is either;

a) A constant value c such that c is in the domain of authorized sources.

b) A variable v.

And expl is a Boolean expression of the form component1 AND ... AND

Componentn, where Componenti is;

a) A truth value TRUE.

46



b) v op c where v is the variable in source = v, c is a constant, and op is

either =, <.

We also denote a source description (l, expl) representing any source as ∗ where

∗ represents (v1, TRUE).

2. A data description (d, expd) where d is a data instance on data schema D,

denoted as d =< A1 = k1, ..., An = kn > such that ki is either;

a) A constant value c such that c ∈ Dom(Ai).

b) A variable v.

And expd is a Boolean expression of the form component1 AND ... AND

Componentn, where Componenti is;

a) A truth value TRUE.

b) vi op c where vi is the variable in d, c is a constant, and op is either =, <.

c) vi op vj where vi, vj are the variables in d, and op is either =, <.

d) Ai op c where Ai is the attribute name in d, c is a constant, and op is

either =, <.

e) Ai op vi where Ai is the attribute name in d, vi is the variable in d, and

op is either =, <.

f) Ai op Aj where Ai, Aj are the attribute names in d, and op is either =, <.

We also denote a data description (d, expd) representing any data instance on

data schema D as ∗ where ∗ represents (< A1 = v1, ..., An = vn >, TRUE) such

that none of variable vi are the same.

3. A timestamp description (timestamp = ts, expts) where ts is a timestamp such

that ts is either;
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a) A constant value c such that c is in the domain of legitimated timestamps.

b) A variable v.

And expts is a Boolean expression of the form component1 AND ... AND

Componentn, where Componenti is;

a) A truth value TRUE.

b) v op c where v is the variable in timestamp = v, c is a constant, and op is

either =, <.

We also denote a timestamp description (ts, expts) representing any timestamp

as ∗ where ∗ represents (v1, TRUE).

We also denote O = {o1, ..., on} as a set of protect objects.

Figure 6.1 Examples of different kinds of protected objects; 1. Atomic Protected

Object:A tuple, 2. Stream Bundle: Tuples from multiple sources which arrive at the

same time period, 3. Data Stream: Multiple tuples which continuous arrive from a

single source

Definition 17. Simple Object Valuation

Let ν be a symbol mapping, such that;

1. ν maps a constant c to itself, i.e.,

ν : c −→ c.
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2. ν preserves equality of variables, i.e.,

ν : v −→ c1.

ν : v −→ c2.

=⇒ c1 = c2.

3. ν maps special symbols to themselves, i.e.,

ν :=−→= .

ν :<−→< .

ν : AND −→ AND.

ν : TRUE −→ TRUE.

ν : FALSE −→ FALSE.

ν : Ai −→ Ai.

Definition 18. Stream Pattern Mapping

Let o = ((source = l, expl), (d =< A1 = k1, ..., An = kn >, expd),

(timestamp = ts, expts)) be an atomic protection object, and ν a symbol mapping.

A stream pattern mapping N is defined as;

1. N(source = l, expl) is defined as;

a) N(source = l) = N(l) = ν(l).

b) N(expl) is defined by replacing each symbol s in expl with ν(s), i.e., if expl

is of the form;

i. (l op c) will become ν(l) ν(op) ν(c).

2. N(< A1 = k1, ..., An = kn >, expd) is defined as;
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a) N(d) =< ν(A1) = ν(k1), ..., ν(An) = ν(kn) >.

b) N(expd) is defined by replacing each symbol s in expd with ν(s), i.e., if

expd is of the form:

i. (ki op c) will become ν(ki) ν(op) ν(c).

ii. (ki op kj) will become ν(ki) ν(op) ν(kj).

iii. (Ai op c) will become ν(Ai) ν(op) ν(c).

iv. (Ai op kj) will become ν(Ai) ν(op) ν(kj).

v. (Ai op Aj) will become ν(Ai) ν(op) ν(Aj).

c) N(Ai) = N(ki) = ν(ki).

3. N(timestamp = ts, expts) is defined as;

a) N(timestamp = ts) = N(ts) = ν(ts)

b) N(expts) is defined by replacing each symbol s in expts with ν(s), i.e., if

expts is of the form;

i. ts op c will become ν(ts) ν(op) ν(c).

Definition 19. Stream Pattern Mapping Satisfiability

Let o be an atomic protected object. We say that the stream tuple t satisfies o iff

there is a pattern mapping N from o to t denoted as N(o) = t, such that N(expl) =

TRUE, N(expd) = TRUE, and N(expts) = TRUE.

Note, from now on, we only consider satisfied mapping when we use the phrase

"pattern mapping".

Definition 20. Complete Data Stream

Let S =< t1, ..., tn > be a data stream generated by a source. We say that S ′ =<

t′
1, ..., t′

n > is a strong complete and ordered data stream iff all tuples ti in S are in

S ′ and any two tuples ti and tj, ti < tj (i.e., ti precedes ij in S) then t′
i < t′

j, where

t′
i ≡ ti and t′

j ≡ tj

50



For data stream, where data is not transmitted at regular interval, we propose

the concept of semantic completeness.

Definition 21. Insignificant Tuple

Let S =< t1, ..., tn > be a data stream generated by a source and S ′ =< t′
1, ..., t′

m >

is an incomplete data stream of S missing a tuples ti == (li, di, tsi). We say that ti

is an insignificant tuple iff |di−1 − di+1|< ∆ where ∆ is a domain-specific threshold.

Definition 22. Semantic Completeness

Let S =< t1, ..., tn > be a strong complete data stream and S ′ is an incomplete data

stream of S where {ti, ..., tj}|i, j ∈ {1, ..., n} are lost, S ′ is semantic complete iff all

{ti, ..., tj} are insignificant tuples.

Definition 23. Well-formed Data Stream

A data stream, S =< t1, ..., ti, ..., tj, ..., tk > where tn = (ln, dn, tsn), is well-formed iff

it satisfies the following conditions;

1. The tuples are ordered, i.e., for any two tuples with timestamps tsj > tsi,

the tuple with timestamp tsj was generated after the tuple with the tsi, ts1 is

the earliest timestamp, i.e., ts1 < tsi for all 1 < i ≤ k, and tsk is the latest

timestamp, i.e., tsk > tsi for all 1 ≤ i < k.

2. The data stream is complete.

Example 6.3 Protected Object Mapping

Given protec ted ob j e c t o1 and t up l e s t1 , t2

o1 = ( ( source=sensor1 ,TRUE) , ( < A1 = v1, A2 = 20 > ,v1 < 20

AND 10 < v1 ) , ( timestamp = v2 ,TRUE) )

t1 = (sensor1 ,< A1 = 15, A2 = 20 > , 2 : 0 0 : 0 0AM)

t2 = (sensor1 ,< A1 = 10, A2 = 20 > , 2 : 0 5 : 0 0AM)
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Mapping o1 to tup l e t1

1 . The va luat i on from source d e s c r i p t i o n (source = l, expl)

to source lk

ν(sensor1) = sensor1

ν(expl) = TRUE

Condit ions in 1 . are s a t i s f i e d .

2 . The va luat i on from data d e s c r i p t i o n (d, expd) to

data in s t anc e dk

ν(v1) = 15

ν(20) = 20

ν(expd) = ν(v1)<20 AND 10<ν(v1) → 15<20 AND 10<15

ν(expd) = TRUE

Condit ions in 2 . are s a t i s f i e d .

3 . The va lua t i on from tup l e d e s c r i p t i o n

(timestamp = ts, expts) to timestamp tsk

ν(v2) = 2 : 0 0 : 0 0AM

ν(expts) = TRUE

Condit ions in 3 . are s a t i s f i e d .

Al l va lua t i on s are s a t i s f i e d . t1 i s a member o f o1

Mapping o1 to tup l e t2

1 . The va lua t i on from source d e s c r i p t i o n (source = l, expl)

to source lk

ν(sensor1) = sensor1

ν(expl) = TRUE

Condit ions in 1 . are s a t i s f i e d .

2 . The va lua t i on from data d e s c r i p t i o n (d, expd) to

data in s t anc e dk

ν(v1) = 10

ν(20) = 20

ν(expd) = ν(v1)<20 AND 10<ν(v1) → 10<20 AND 10<10
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ν(expd) = FALSE

Condit ion in 2 . i s not s a t i s f i e d .

3 . The va luat i on from tup l e d e s c r i p t i o n

(timestamp = ts, expts) to timestamp tsk

ν(v2) = 2 : 0 5 : 0 0AM

ν(expts) = TRUE

Condit ions in 3 . are s a t i s f i e d .

Valuat ion 2 . i s not s a t i s f i e d . t2 i s not a member o f o1

Definition 24. Security Label Assignments

Security label assignment is a mapping from a protected object o to a security label

Label. Let λ a security mapping, a security label assignment is a mapping such that

λ : o −→ Label. We denoted it as λ(o) = Label.

Definition 25. Instance Label Assignment

Let t be a data stream tuple and N(o1), ..., N(ok) be satisfiable pattern mapping from

protected objects o1, ..., ok to t, where

λ(o1), ..., λ(ok) are the security labels of oi|i ∈ {1, ..., k}. We say that the security

label of t is LUB(λ(oi))|i ∈ {1, ..., k} where LUB(λ(oi)) is the lowest upper bound

of the security labels λ(o1), ..., λ(ok).

Definition 26. Object Dominance

Let o1 and o2 be protected objects. We say that o1 dominates o2 if for every tuple t,

there is a valuation ν(o2) = t, there must be a valuation ν(o1) such that ν(o1) = t.

We denote o1 dominates o2 as o1 ⊇d o2. Object dominance is reflective, transitive,

and asymmetric, i.e., if o1 ⊇d o2 and o2 ⊇d o3 then o1 ⊇d o3.
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Figure 6.2 Ontology with Security Labels

Definition 27. Object Label Conflict Resolution

Let o1 and o2 protected objects such that o1 ⊇d o2 then λ(o1) ≤ λ(o2).

Algorithm 4 Assign security label to stream tuple
Input: Stream tuple t, and security labels of all protected objects λ(o1), ..., λ(on)
Output: Label assignment to a stream tuple

1: Initialization
2: Find all pattern mapping N1, ..., Nk from O (all protected objects) that is satisfied

by t
3: Let {oi, ..., ok} ∈ O be the protected objects that can be mapped by N1, ..., Nk to

t
4: Let λ(t) = LUB(λ(oi), ..., λ(ok))

Example 6.4 Security Label Assignment to Stream Tuple

Secur i ty Labels : TopSecret (TS) > Sec r e t (S) > Publ ic (P)

t1 = ( ( sensor1 , TRUE) , < A1 = 20, A2 = 20 > , 2 : 0 0 : 0 0AM)

CASE 1 :

o1 = ( ( source=sensor1 ,TRUE) , ( < A1 = v1, A2 = 20 > ,v1 < 50 ) ,
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(timestamp = v2 ,TRUE) )

o2 = ( ( source=sensor1 ,TRUE) , ( < A1 = v1, A2 = 20 > ,v1 < 10 ) ,

(timestamp = v2 ,TRUE) )

λ(o1) = Secret

λ(o2) = TopSecret

Assign s e c u r i t y l a b e l to t1

t1 i s mapped to o1 .

Label o f t1 = λ(o1) = Sec r e t .

CASE 2 :

o1 = ( ( source=sensor1 ,TRUE) , ( < A1 = v1, A2 = 20 > ,v1 < 50 ) ,

(timestamp = v2 ,TRUE) )

o2 = ( ( source=sensor1 ,TRUE) , ( < A1 = v1, A2 = 20 > ,v1 < 30 ) ,

(timestamp = v2 ,TRUE) )

λ(o1) = Secret

λ(o2) = TopSecret

Assign s e c u r i t y l a b e l to t1

t1 i s mapped to both o1 and o2 .

LUB(λ(o1), λ(o2)) = λ(o2)

Label o f t1 = λ(o2) = Top Sec r e t .

Next, we propose the concept of a complex protected object.

Definition 28. Complex Protected Object

Let o1, ..., on be the atomic protected objects. We say that data stream S =<

o1, ..., on > or stream bundle B = {o1, ..., on} is a complex protected object Oc iff

λ(Oc) = λ(S) > LUB(λ(oi))|i ∈ {1, ..., n} or λ(Oc) = λ(B) > LUB(λ(oi))|i ∈

{1, ..., n}.

55



Oc is minimal, that is for any oi, Ōc = Oc - oi then λ(Ōc) ≯ LUB(λ(oj))|j ∈

({1, ..., n} − {i}). And there are no two objects oi and oj such that oi ⊇d oj

Theorem 4. Given a stream tuple t and security labels of all protected objects

λ(o1), ..., λ(on). Algorithm 4 correctly assign a security label to a stream tuple t such

that the assigned label l is the LUB of all labels of security objects that can be

mapped to t.

Proof. By contradiction;

Let λ(ok) be a security label assigned to a stream tuple t. Assume that λ(ok) does

not satisfied the security requirement of t.

Case 1: ok cannot be mapped to t

1. From algorithm 4, ok must be a protected object that can be mapped to t.

2. So t must be a member of ok. This contradict the supposition that t is not a

member of ok.

Case 2: Security label λ(ok) is lower than the security requirement of t

1. There must exist a ot such that ν(ot) > ν(ok) and there is a pattern mapping

from ot to t, ν(ot) = t.

2. But the algorithm 4, λ(t) is assigned by

LUB(λ(oi), ..., λ(ot), ..., λ(oj)) where {oi, ..., oj} be the protected objects that

can be mapped to t.

3. So λ(ok) must be LUB(λ(oi), ..., λ(oj)) which is the highest security labels of

protected objects mapped to t. This contradict the supposition that λ(ok) is

lower than the security requirement of t

Case 3: Security label λ(ok) is higher than the security requirements of t
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1. From algorithm 4, λ(t) is assigned by LUB(λ(oi), ..., λ(oj)) where {oi, ..., oj} be

the protected objects that can be mapped to t.

2. So λ(ok) must be LUB(λ(oi), ..., λ(oj)) which is the highest security labels of

protected objects mapped to t. This contradict the supposition that λ(ok) is

higher than the security requirement of t
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6.2 Proposed Solution

6.2.1 Stream Data and Security Ontology

We expand the stream data ontology introduced by Kolozali et al. [53], adding data

security. Traditional access control models consider security to be a passive property

of data quality. However, the security is a complex entity which associates to many

parts of stream data, e.g., security capabilities that devices can provide, security

associated role of users, security property of data. We built an ontology containing

six main modules; Stream Data, Device, Quality, User, Event, and Security.

Figure 6.3 Stream Ontology

Stream ontology is generalized so it can represent stream data environment. We

extend the stream ontology to represent the context of the stream data. The transmit-

ted data may have different meanings in different contexts. We developed additional

specific context ontologies for the data domain of each individual system. We further

extend the stream ontology with the context ontology.

We present an extensible context ontology for modeling context in stream data

environments. We follow the context model from CONON [54] and divide our context
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ontology into upper ontology and specific ontology. Our upper ontology contains all

basic contextual entities from CONON with additional entities from CoDAMoS [55]

and Smart Space [56]. The upper ontology describes 6 basic concepts; CompEntity,

Location, Person, Activity, Environment, and Time. The specific ontology represents

the details of general concepts in each sub-domain.

Figure 6.4 Context Ontology

6.2.2 Context Reasoning

To illustrate the logical reasoning mechanism, we present a scenario in which the data

generated from sensors can have different level of security policies depending on the

current situation. For example, when people are sleeping, their oxygen saturation

levels will naturally decrease because their body needs less oxygen. Their bodies will

reduce the respiration rate and heart rate during sleep. While the oxygen saturation

will also decrease during exercise, this happens due to the body consuming more

oxygen. Despite having low oxygen saturation, the respiration rate and heart rate will

increase during exercise. An oxygen saturation value during rest that is below 90%

is considered a medical condition called hypoxemia. However, an oxygen saturation
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value 88% can be considered normal during intense exercise. In this case, the oxygen

saturation alone cannot determine the condition of hypoxemia; the respiration rate

and heart rate must also be considered. We want to provide dynamic security policy

to protect patient A’s privacy by limiting access during normal situations but allowing

access during emergencies. By using the context and ontology rules, we can derive

that the current oxygen saturation is normal or is indicating an emergency situation.

The security label assignments can be defined as λ(o1) = TopSecret and λ(o2) =

Public where o1 is an oxygen saturation during a normal situation and o2 is an oxygen

saturation during an emergency situation. The protected objects can be separated

into 2 cases; rest and exercise and be defined as the following example;

Example 6.5 Protected Objects in Different Situations

A protec ted ob j e c t o1a r e p r e s e n t i n g a normal

s i t u a t i o n during r e s t i n g

o1a = ( ( source=patientA ,TRUE) , (< oxygenSaturation = v1 ,

respirationRate = v2 ,heartRate = v3 > ,90 < v1 ) , ∗)

A protec ted ob j e c t o1b r e p r e s e n t i n g a normal

s i t u a t i o n during e x e r c i s i n g

o1b = ( ( source=patientA ,TRUE) , (< oxygenSaturation = v1 ,

respirationRate = v2 ,heartRate = v3 > ,88 < v1 AND 40 < v2 AND

150 < v3 ) , ∗)

A protec ted ob j e c t o2a r e p r e s e n t i n g an emergency

s i t u a t i o n during r e s t i n g
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o2a = ( ( source=patientA ,TRUE) , (< oxygenSaturation = v1 ,

respirationRate = v2 ,heartRate = v3 > ,v1 < 90 AND v2 < 40 AND

v3 < 150) , ∗)

A protec ted ob j e c t o2b r e p r e s e n t i n g an emergency

s i t u a t i o n during e x e r c i s i n g

o2b = ( ( source=patientA ,TRUE) , (< oxygenSaturation = v1 ,

respirationRate = v2 ,heartRate = v3 > ,v1 < 88 AND 40 < v2 AND

150 < v3 ) , ∗)

We will use Protégé[51] and Semantic Web Rule Language (SWRL) to derive the

security policies. SWRL allows us to write reasoning rules to assign security labels

where protected object o = ((source = l, expl), (d, expd),

(timestamp = ts, expts)) with label assignment λ(o) = Label in the form as following;

StreamT uple(? t) ∧ hasSource(? t, N(source = l, expl)) ∧ hasDataInstance(? t, N(d, expd))∧

hasT imestamp(? t, N(timestamp = ts, expts)) → hasLabel(? t, Label)

Where N(source = l, expl), N(d, expd), and N(timestamp = ts, expts) can be

derived from;

P rotectedObject(? o) ∧ source(? o, ? source) ∧ dataInstance(? o, ? data) ∧ timestamp(? o, ? timestamp)∧

StreamT uple(? t) ∧ hasSource(? t, ? source) ∧ hasDataInstance(? t, ? data) ∧ hasT imestamp(? t, ? timestamp)

6.3 Implementation

In our previous work [57], we implemented our context-aware security policy engine.

We implemented our framework using Protégé [51] and Semantic Web Rule Language

(SWRL) on an open-source home automation called Home Assistant [52]. Figure 6.5
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shows a simplified ontology containing StreamTuple and ProtectedObject and figure

6.6 shows a protected object with simple elements describing the source, data instance,

timestamp, and security label. SWRL allows us to write reasoning rules to assign se-

curity labels where protected object o = ((source = l, expl), (d, expd), (timestamp =

ts, expts)) with label assignment λ(o) = Label in the form as following;

(6.1)
StreamTuple(? t) ∧ hasSource(? t, N(source = l, expl))

∧ hasDataInstance(? t, N(d, expd))
∧ hasT imestamp(? t, N(timestamp = ts, expts)) → hasLabel(? t, Label)

Where N(source = l, expl), N(d, expd), and N(timestamp = ts, expts) can be

derived from;

(6.2)
ProtectedObject(? o) ∧ source(? o, ? source)

∧ dataInstance(? o, ? data) ∧ timestamp(? o, ? timestamp)
∧ StreamTuple(? t) ∧ hasSource(? t, ? source)
∧ hasDataInstance(? t, ? data) ∧ hasT imestamp(? t, ? timestamp)

We show the SWRL rule to assign a security label in figure 6.7 and the result

where the label is assigned to a stream tuple in figure 6.8

Figure 6.5 The Stream Ontology in the Protégé
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Figure 6.6 The Protected Object in the Protégé

Figure 6.7 Label assignment with SWRL in the Protégé
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Figure 6.8 Reasoning result from label assignment

We use XML to facilitate data exchange between Home Assistant and Protégé.

This approach makes it possible to extend data sharing for future applications. Fig-

ure 5.6 outlines how the data is extracted from the Home Assistant database, con-

verted to the XML schema, and shared with Protégé. Similarly, the decision reached

by Protégé is converted to the XML format, and incorporated into the Home Assistant

database.
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Figure 6.9 Communication between Home Assistant and Protégé via XML [57]

To get data from Protégé into Home Assistant, we converted the CSV file that

was exported from Protégé. We created bash scripts to convert data from each side

to XML and convert XML to respective data formats for each sides. Our ongoing

work addresses the security label enforcement using security punctuation.
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Chapter 7

Conclusions & Future Work

In this dissertation, we studied how to prevent an attack targeting databases using

malicious transactions. We proposed a recovery method incorporating data prove-

nance. We also studied how to express security and privacy needs of data in the Inter-

net of Things (IoT) environments such as a smart home environment. We proposed a

dynamic access control model based on context-aware architecture and stream data

model. We demonstrate our proof-of-concept implementation using a commercial and

open-source home automaton software.

To extend our work further, we will focus on how to incorporate multiple systems

together. As our work focuses on securing a smart home. We can extend our approach

by integrating smart homes together. Our goal is developing a system for a smart city.

Many researchers have been focused on developing semantics-based privacy protection

for a smart city[58][59]. However, they are the top-down models. In most works, the

main system decides the security policy without getting feedback from each nodes.

In reality, you and your neighbors can have different security requirements despite

being in the same neighborhood at the same time. For example, you want to go travel

and prefer to have polices observe your house during that time. You would like to

share your security camera footage to polices while your neighbor would not want to

share it. We can see that the top-down models which the main system decide all the

policies are not flexible enough to support this requirements. Our future work will

focus on developing a smart city framework using a bottom-up model. In this way,

each nodes can express their security requirements. To achieve our goal, we have
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to develop techniques to merge different ontologies together while preserving security

requirements of each ontologies. To achieve it, we plan to develop 1) policy integration

of multiple systems, 2) verification of consistent integrated policy, 3) practical analysis

of the proposed approach in the context of city development.
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