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ABSTRACT

Despite the great achievements made by neural networks on tasks such as image clas-
sification, they are brittle and vulnerable to adversarial example (AE) attacks, which
are crafted by adding human-imperceptible perturbations to inputs in order that a
neural-network-based classifier incorrectly labels them. Along with the prevalence of
deep learning techniques, the threat of AEs attracts increasingly attentions since it
may lead to serious consequences in some vital applications such as disease diagnosis.
To defeat attacks based on AEs, both detection and defensive techniques attract
the research community’s attention. Given an input image, the detection system
outputs whether it is an AE, so that the target neural network can reject those
adversarial inputs. A defense technique, given an AE, helps the target neural network
make correct prediction by either rectifying the AE or fortifying the classifier itself.
While many countermeasures against AEs have been proposed, recent studies
show that the existing detection methods usually goes ineffective when facing adaptive
AEs. In this work, we exploit AEs by identifying their noticeable characteristics.
First, we noticed that Ly adversarial perturbations are among the most effective
but difficult-to-detect attacks. How to detect adaptive Lo AEs is still an open ques-
tion. At the same time, we find that, by randomly erasing some pixels in an Lo
AE and then restoring it with an inpainting technique, the AE, before and after the
steps, tends to have different classification results, while a benign sample does not
show this symptom. We thus propose a novel AE detection technique, Erase-and-
Restore (E&R), that exploits the intriguing sensitivity of Lo attacks. Comprehensive

experiments conducted on standard image datasets show that the proposed detector



is effective and accurate. More importantly, our approach demonstrates strong re-
silience to adaptive attacks. We also interpret the detection technique through both
visualization and quantification.

Second, previous work considers that it is challenging to properly alleviate the
effect of the heavy corruptions caused by Lj attacks. However, we argue that the un-
controllable heavy perturbation is an inherent limitation of Ly AEs, and thwart such
attacks. We thus propose a novel AE detector by converting the detection problem
into a comparison problem. More concretely, given an image [, it is pre-processed
to obtain another image I’. Then, a well-trained Siamese network automatically and
precisely captures the discrepancies between I and I’ to detect Ly perturbations. In
addition, we show that the pre-processing technique used for detection can also work
as an effective defense, which has a high probability of removing the adversarial influ-
ence of Ly perturbations. Thus, our system demonstrates not only high AE detection
accuracies, but also a notable capability to correct the classification results.

Finally, we propose a comprehensive AE detector which systematically combines
the two aforementioned detection methods to thwart all categories of widely discussed
AEs, ie., Ly, Ly, and L, attacks. By acquiring the both strengths from its assembly
components, the new hybrid AE detector is not only able to distinguish various
kinds of AEs, but also has a very low false positive rate on benign images. More
significantly, through exploiting the noticeable characteristics of AEs, the proposed

detector is highly resilient to adaptive attack, filling a critical gap in AE detection.
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CHAPTER 1

INTRODUCTION

1.1 BACKGROUND

Recent years have witnessed tremendous success of neural networks in a variety of
fields, such as object detection [1], motion tracking [2], and face recognition [3, 4].
Despite these great achievements, they are vulnerable to adversarial examples (AEs).
Szegedy et al. [5] analyze the robustness of neural networks when facing adversarial
attacks, and show that deep learning systems are sensitive to small adversarial per-
turbations. A neural-network-based classifier thus can be misled by AEs and generate
incorrect classification results.

The term adversarial example can be formally defined as following. For a pre-
trained neural network f, let z be an original image. An adversarial example %
is such an intentionally designed input by attackers which can guide the model f
to make an incorrect prediction. Moreover, to hide the adversarial perturbation,
the generation of 2% is equivalent to solve the following constrained optimization

problem:

adv

min [|o"" — af],

radv

sty = f(z)
y=f(x)
y#y

where y and ¥ are respectively the prediction results of feeding  and 2% to f, and

(1.1)

| - ||, denotes the L,-norm.



The adversarial perturbations in an image AE are usually subtle in order to be
human-imperceptible. To quantitatively describe such adversarial perturbations, L,
norms are usually used to measure the discrepancy between x and xz%. According
to the value of p in Equation 1.1, the mainstream AE generation algorithms can be
categorized into three families: Lg, Lo and L., attacks. Informally, Ly measures the
number of modified pixels, L, the Euclidean distance between z and %%, and L
the largest modification among all the modified pixels.

Depending on the manner of how y misleads a pre-trained classifier, adversarial
attacks to neural networks can be categorized as either targeted or non-targeted. The
aim of non-targeted attacks is to make the image be classified as any arbitrary class
except the true one. By contrast, in targeted attacks the prediction result will be
misguided to a specific class different from the correct one and desired by the attacker.
Many image AE generation methods have been proposed and multiple off-the-shelf
tools are available [6-9].

To defeat attacks based on AEs, both detection and defensive techniques attract
the research community’s attention. Given an input image, the detection system
outputs whether it is an AE, so that the target neural network can reject those ad-
versarial inputs. A defense technique, given an AE, helps the target neural network
make correct prediction by either rectifying the AE or fortifying the classifier itself.
In this work, we focus on AE detection and aim at accurate, resilient, and explainable

countermeasures against AEs through exploiting their noticeable characteristics.

1.2 ADVERSARIAL EXAMPLES GENERATION

In this section, we will describe several popular AE generation methods briefly.



1.2.1 FAsST GRADIENT SIGN METHOD (FGSM)

As a classic non-targeted attack, FGSM is proposed to generate an adversarial ex-
ample through adding a pixel-wise perturbation of magnitude [6]. In detail, the

perturbation is computed as:
2 =+ e sign(V,J (7, )) (1.2)

where J is the classification loss function which has been used for training a target
DNN model, and € is a parameter that controls the the strength of perturbation. Since
the perturbation for each pixel is performed only once along one gradient direction,

FGSM is a very efficient way to generate AEs.

1.2.2 ITERATIVE GRADIENT SIGN METHOD (IGSM)

By implementing FGSM in an iterative way, Kurakin et al. [8] proposed IGSM which
takes NV small steps of magnitude o = ¢/N and adjusts the direction after each step.
Furthermore, during computing perturbation, this algorithm clips the pixel values to
ensure that they are in an reasonable range. The iterative computation of AEs using

IGSM can be expressed as:

adv __
Ty =

(1.3)
sl = 2 clip(a - sign(V,J (41, )

1 Y

adv
7

where x¢* and clip respectively denote the perturbed sample at ¢ iteration and a
clipping of the adversarial sample’s values. Since this iterative way makes the attack
tend to overfit to a particular model, IGSM is more effective to white-box in which
the target DNN is known than black-box i.e. attackers have no knowledge about that

target model.



1.2.3 JACOBIAN SALIENCY MAP ATTACK (JSMA)

The JSMA is a targeted attack based on a greedy iterative idea proposed by Papernot
et al. [7]. It takes Ly distance minimization as the optimization target, that is,
the number of pixels that can be updated in the original image is bounded. To
determine which pixels will be manipulated, the authors introduce the concept of
saliency map which provides an adversarial saliency score for each pixel. One single
pixel that possesses a higher adversarial saliency score usually has more impact on
misleading the target model to predict a specific label desired by attackers. Thus,
the attacker only manipulates those pixels that have high adversarial saliency scores
in each iterative step based on a greedy strategy. The adversarial saliency score for
each pixel is calculated as:

0, if 2 <por ¥ LW >0

A=t ]# (1.4)
%x(f)’ > %ﬁ)’, otherwise
J#t
where ¢ denotes the 7th pixel in the image, and f; is the prediction value of the neuron

J in the target model’s output layer.

1.2.4 DEeerFooL

Moosavi et al. [10] developed the DeepFool attack that is used to create non-targeted
AEs. The algorithm utilizes an iterative linearization of the classifier to generate
Lo minimization-based perturbations. To simplify the problem, the neural networks
are imagined to be linear, so that the decision boundaries are a set of hyper-planes.
Consequently, a polyhedron can be used to describe the output space. Assuming that
f is a binary differentiable classifier, to mislead the decision of f near the current point
x;, the minimal perturbation is the orthogonal projection of x; onto the separating

hyper-plane. At each iteration the minimal perturbation of the linearized classifier is



computed as

arg min [16:ll2 st fx:) + Vf(z:)"6 =0 (1.5)

where 0; is the perturbation imposed on ;. Note that neural networks are not actually

linear, so the search is repeated until a successful AE is found.

1.2.5 CARLINI & WAGNER ATTACKS

Carlini and Wagner [9] designed a group of targeted AE generation methods which are
denoted as CW attacks. According to the distance metrics adopted in an optimization
target, CW attacks can be divided into three types: Lg-, Lo- and L.,-norm. The

attack can be formulated as the following optimization problem:
min [0, + ¢-g(x +9) st x+d€][0,1]" (1.6)

where [|d]|, is distance measurement. The function g(-) indicates whether the attack

succeed or not, which is defined as:
g(2") = max(Z(2);, — max{Z(z'); : i # l.}, —K) (1.7)

where Z(-) denotes the logits, that is the output of the last layer (before the softmax
layer) of a DNN, and & is a parameter that controls the confidence-level in creating
an AE.

Due to a few creative designs, the CW attacks achieve performance superior to
other attack methods. The first and foremost innovative design is using a logits-
based objective function rather than softmax-cross-entropy loss, which plays a key
role in the resilience improvement of the attack against defensive distillation [11].
Secondly, this algorithm maps the target variable to a space of the inverse trigono-
metric function, so that the problem is suitable to be solved by a modern optimizer,
e.g. Adam [12]. Finally, a confidence-level parameter x is introduced; as k increases,

the model classifies the resulting AE as the attacker-desired label more likely, giving



the attacker flexibility to make a trade-off between the degree of perturbations and

misclassification probability.

1.3 THREAT MODEL

The adversary has full knowledge of the target model (including both its architecture
and parameters). He also knows the existence and internal details of the detector,
and is allowed to adapt attacks. In adaptive attacks, the attacker tries to fool the
image classifier and the detector at the same time. We consider adaptive attacks and

evaluate the resilience of our detector to them in this work.

1.4 STRUCTURE OF THE DISSERTATION

The remainder of this dissertation is organized as follows. Chapter 2 presents a novel
and effective detector that tackles L, AEs through destroying the completeness of
the influence by the perturbed pixels. In chapter 3, we consider the uncontrollable
heavy perturbations as an inherent limitation of Ly AEs. Based on this observation,
we thwart such attacks by both detecting and rectifying them. Furthermore, a com-
prehensive hybrid detector which can detect all categories of AEs, i.e., Ly, Lo, and
L, attacks, is introduced in chapter 4. Finally, chapter 5 summarizes the proposed

research, concludes this dissertation, and also discusses the future works.



CHAPTER 2
EXPLOITING THE SENSITIVITY OF Lo ADVERSARIAL

EXAMPLES TO ERASE-AND-RESTORE

2.1 INTRODUCTION

Lo adversarial perturbations by Carlini and Wagner (CW) are amongst the most
effective but difficult-to-detect attacks. As suggested by Carlini and Wagner [9],
defenders should consider evaluating “a powerful attack” and particularly emphasized
Ly attacks (Section 9 in [9]). Other researchers also agree that Lo attacks by Carlini
and Wagner (CW) [9] “are among the most effective white-box attacks and should
be used among the primary attacks to evaluate potential defences” [13]. Although
researchers have proposed many AE detection methods [14-17], recent studies [18—
20] show that the detection usually goes ineffective when facing adaptive CW-Ly AEs.
Thus, how to accurately detect adaptive L, AEs is still an open question. We focus
on tackling Ly AEs in this chapter, and our goal is a technique that not only detects
L, AEs accurately but is also resilient to adaptive attacks.

We have two key insights. First, we observe that those deliberately corrupted
pixels exert a malicious influence altogether (e.g., through multiple rounds of opti-
mizations during AE generation). It implies that a destruction of the completeness
of the influence by the perturbed pixels can cause a failure of the attack. Second,
while destruction may also harm the classification accuracy for benign samples, there
exist very effective inpainting techniques [21-23] in the image processing area that

can help restore a partially corrupted image. For example, Figure 2.1(a) shows an



original image, and Figure 2.1(b) a corresponding corrupted image where many re-
gions are erased. After inpainting, as shown in Figure 2.1(c), the corrupted image is

well restored.

(a) Original image (c) Restored image

Figure 2.1: Restoring lost parts of an image with inpainting.

Thus, we hypothesize that if we randomly erase a portion of pixels from an
AE and then apply inpainting to it, the attack will probably fail for two reasons.
Discarding many small regions from an AE will ruin the holistic adversarial influence
formed by the maliciously perturbed pixels. Second, the inpainting typically restores
the image in a benign way that does not preserve the malicious influence. By contrast,
if we apply the same “Erase-and-Restore” (E&R) operations to a benign sample, the
classification results, before and after the steps, tend to be similar, as inpainting by
design is to reverse deterioration of benign images.

Figure 2.2 illustrates our insights and observations using six color images from
CIFAR-10. A random mask (mask, for short) in our work describes the locations of
pixels that are randomly erased. We randomly erase 5% of the pixels of each image.
The AEs are generated using the CW algorithm [9]. As shown in Figure 2.2(a), the
classification results of each AE, before and after the E&R operations, are different.
By contrast, as shown in Figure 2.2(b), the classification results of each benign sample,
before and after the steps, are the same. Our large-scale experiments (Section 2.3)

also show consistent results.
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Figure 2.2: Different impacts of “Erase-and-Restore” on AEs and benign samples.

We consider the sensitivity to E&R operations as an exploitable characteristic
of Ly AEs, and propose a novel AE detection technique: given an image, if the
classification results before and after E&R vary greatly, it is an AE; otherwise, a
benign sample. We accordingly implement an L, AE detector, named THEMIS. To
improve the detection accuracy, it is enhanced by applying E&R multiple times.
Specifically, given an image Iy, we randomly erase some pixels of Iy each time to
create a sequence of images {I, I5,- - - , I,}. Next, an inpainting technique is applied

to them to obtain the restored images {17, I5,--- , I/ }. Finally, a classifier makes use



of the prediction results of Iy and the restored images to determine whether [ is an
AE.

We have evaluated our system using the popular image datasets CIFAR-10 and Im-
ageNet. Two widely-discussed Ly AE generation methods, CW [9] and DeepFool [10],
are considered in the evaluation. We lay special emphasis on CW [9] because it can
circumvent all existing detectors, especially when adaptive attacks are considered.
Our experiments show that the proposed detection technique is very effective. Take
the CW [9] attack as an example, on the CIFAR-10 dataset, THEMIS can detect 100%
AFEs with a false positive rate (FPR)=0, and on ImageNet, it can detect 99.3% AEs
with FPR = 2.7%. In addition, the detection technique demonstrates three notable
characteristics. @ It is target-model agnostic: a detector trained using AEs target-
ing one neural network model can be directly used to detect AEs targeting another.
0 [t has good transferability: a detector trained using AEs generated by one attack
method can be directly used to detect AEs by another. ® More importantly, it shows
high resilience to adaptive attacks. Finally, we interpret the effectiveness of the
detection technique through both visualization and quantification.

To summarize, in this chapter, we find an interesting characteristic of L, AEs,
whose classification results vary sharply when Erase-and-Restore operations are ap-
plied; meanwhile, benign samples are not so sensitive. Furthermore, we propose
to exploit the characteristic for AE detection, and employ the idea of sampling to
enhance the detection. By applying E&R for multiple times, richer features are
generated to improve the detection accuracy. Besides, we implement the detection
technique in THEMIS and evaluate it on two popular datasets, CIFAR-10 and Ima-
geNet. The experiment results show that THEMIS outperforms prior techniques (such
as NIC [24], LID [25], and Feature Squeezing [17]), achieving not only the highest
detection rate but also the lowest false positive rate. Plus, due to its simplicity,

it is extremely easy to apply and deploy. The detection technique is target-model

10



agnostic and shows high transferability across different Lo attack methods. Not only
that, it demonstrates strong resilience to adaptive CW-L4 attacks, filling a critical
gap in AE detection. Finally, we interpret the effectiveness of the detection technique

in multiple ways.

2.2 EXPERIMENTAL SETUP

Before presenting our defense scheme, we introduce the image datasets and the cor-
responding target neural networks on which we verify our key insights and evaluate

the proposed approach.

Image datasets. We generate AEs using two popular datasets: CIFAR-10 and
ImageNet, both of which are widely used in image classification tasks. In particular,
for ImageNet, we adopt the ILSVRC2012 samples to keep consistent with the prior

state-of-the-art AE detector [24].

Target neural network models. (1) For CIFAR-10, we use two neural networks
as the target models: a 32-layered ResNet model [26] (denoted as ResNet32), and
a model structure described in [9] (denoted as Carlini). We train these two target
neural network models from scratch (the accuracies of the two models are 91.96%
and 78.86%, comparable with those published in prior works [17, 24]). (2) For Ima-
geNet we re-use a 50-layered ResNet model [26] provided in Keras [27] (denoted as
ResNet50).

AE generation and data preparation. Like existing AE detection works, only
images that are correctly classified by the corresponding target model are used to
generate AEs in our experiments. To generate targeted AEs, we designate the next
class as the target class, similar to many other AE detection works [17, 24, 28|.
Only AEs that can successfully fool the target models are used in the evaluation.
For ImageNet, we collect 30,000 legitimate images and create 30,000 AEs: DeepFool
and CW-Ly generate 15,000 AEs each. The number of CW-L, AEs with each given

11



confidence level (i.e.,x= 0.0, 0.4, and 1.0) is the same, that is 5,000 for each sub-
group. In the dataset, 80% of instances are used for training and the remaining 20%
for testing, denoted as D;-Train and D;-Test, respectively. Similarly, for CIFAR-10,
based on the types of target model, we have four dis-joint datasets, Do-Carlini-
Train, Do-Carlini-Test, Do-ResNet-Train, and Dgo-ResNet-Test. The former two
and the latter two datasets have the same size and data composition as D;-Train and

D;-Test, respectively. All AEs are generated using the opensource tool Foolbox [29].

Inpainting algorithm. The inpainting algorithm we choose in this work is designed
by Telea [22]. This inpainting algorithm needs to solve an Eikonal equation, which
is rarely differentiable everywhere. Considering the inpainting algorithm is not fully

differentiable, it results in a non-negligible obstacle for adaptive attackers.

The experiments were performed on a computer running the Ubuntu 18.04 op-
erating system with a 64-bit 3.6 GHz Intel® Core™) {7 CPU, 16 GB RAM and a
GeForce® GTX 1070 GPU.

2.3 THE PROPOSED APPROACH

2.3.1 OUR INSIGHTS

Effects of erasing (or adding noises) alone. Due to the optimization nature of
AFE generation methods like CW and DeepFool, maliciously manipulated pixels in an
AE are deliberately selected and perturbed. Thus, each of the perturbed pixels plays
a certain role in the attack. By randomly erasing many pixels of an input image, it is
likely to corrupt some of the perturbed pixels or their surrounding pixels in an AE,
rendering the attack ineffective.

In the case of benign samples, however, the erasing operation, which is equivalent
to introducing random noises to images, will significantly degrade the accuracy of the

classifier. The close correlation between the image quality and the accuracy of image
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classification has been widely studied in previous works [30-32]. They mention that
neural networks are susceptible to random noise distortions. For example, Costa et
al. [31] point out that “noises can hinder classification performance considerably and
make classes harder to separate.”

Combining erasing and inpainting. We thus propose to apply inpainting after
the erasing operation. Inpainting is a category of techniques for restoring damaged
regions of images. Given an erased region, an inpainting technique infers and recovers
its original pixels. Our insight is that, while inpainting works very well for recovering
benign samples, its recovering effect is usually not what the AE attacker desires,
as the maliciously perturbed regions, once erased, can hardly be recovered to the
attacker-intended values.

We further design experiments to verify the two insights in Section 2.3.2.

2.3.2 INSIGHTS VERIFICATION

From CIFAR-10, we randomly select 1,000 images that can be correctly classified
by ResNet32. As shown in Figure 2.3(a), after randomly erasing 50~150 (around
5%~15%) of the pixels in each image, without inpainting, the classification accuracy
significantly degrades from 100% to the range from 24.2% (when erasing 15%) to
35.9% (when erasing 5%), which verifies that erasing alone harms the classification
accuracy for benign images significantly. By contrast, with inpainting applied, the
classification accuracy recovers to 90.5%~96.6%.

Besides, for each benign image we use the CW algorithm to generate three AEs
with three different confidence levels (k = 0.0, 0.4, and 1.0, respectively). All the
AEs successfully fool the ResNet32 model. As shown in Figure 2.3(b), after randomly
erasing 50~150 (around 5%~15%) of the pixels in each AE and then restoring them
using inpainting, the success rate of attacks dramatically decreases from the original

100% to the range 3.1%~7.1%.
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Figure 2.3: Impacts of E&R on benign samples and AEs.

Similar results can be observed on the ImageNet dataset as well. (1) Specifically,
we randomly select 1,000 images from ImageNet that can be correctly classified by
the ResNet50 model. For example, after erasing and restoring 5% of the pixels in
each image, the classification accuracy stays at 96.3%. (2) On the other hand, when
we apply the same erasing and restoring operations to the 1,000 AEs generated from
these benign images, the success rate of attacks decreases from 100% to around 4.1%.

Therefore, it can be concluded that E&R has very small impacts on benign sam-

ples, but large impacts on AEs, demonstrating a noticeable contrast.

2.3.3 APPROACH DETAILS

Based on our insights, we propose a novel AE detection technique, named E&R, that
exploits the sensitivity of AEs to E&R operations, and implement it in a system,
called THEMIS, as shown in Figure 2.4. (1) Given an input image Iy, we randomly
erase )\ pixels of it to create a deteriorated image I. Employing the idea of sam-
pling, this step is repeated for n times to obtain a sequence of deteriorated images
{I,I5,---,I,}. The intuition behind it is that even if an AE “luckily” evades the
detection once, it is very unlikely for it to hide itself throughout the multiple samples.
(2) Next, an inpainting technique is leveraged to produce a corresponding sequence

of restored images {I],1},--- ,I}. (3) Finally, we feed both the input image I

rTn
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and {I,15,--- , I/} into a neural-network classifier, and collect all the classification

results.

Erase & Restore

Input image ¢ DNN N
o ol Classification AE CleSSlfleV

.*ﬂﬂ»ﬁﬁl'» Sl s Rp

Figure 2.4: Architecture of THEMIS.

v/ Benign

\ X Adversarial

Given an image in CIFAR-10, its classification result is a vector € R (since
there are 10 classes in the dataset). We simply concatenate all the classification-
result vectors for both Iy and {I/,I},--- ,I'} to obtain a feature vector € R1?*(+1)
for training the AE classifier.

Given an image from the ImageNet, its classification result is a vector € R
(since there are 1,000 classes in the dataset). Thus, the number of features to be
fed to our classifier is 1000 x (n + 1), which is too large. To make the training of
our classifier more feasible, Principal Component Analysis (PCA) is performed on the
classification results of Iy and {1, I, - - | I/}, to reduce the dimensionality to a lower
value d. Unless otherwise specified, we set d to 10 (1% of the original dimensionality)
to keep consistent with CIFAR-10. Note that the number of principal components
should be less than both the number of features and the number of samples, when
solving PCA based on the truncated SVD (singular value decomposition). In our
case, the number of samples is n + 1; we thus let n = 11 (we discuss the impact of
n’s values with detailed experimental results in Section 2.4.3). We concatenate the
vectors of principal components for both Iy and {I], 1}, -+, I/} to obtain a feature
vector for training our classifier.

The value of the parameter A (number of pixels to be erased) is set to 10% of
the pixels in an input image. We adopt this value for two reasons. (1) As shown in
Figure 2.3, when 10% of the pixels are erased and restored, it harms the success rate of

AEs most heavily, without degrading the classification accuracy for benign samples
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significantly. (2) The inpainting algorithm we adopt performs very well when the
portion of corrupted pixels in an image is less than 15% [22].

It is worth mentioning that A\ = 10% leads to an enormous randomness pool.
Take an image in CIFAR-10 as an example, the size of which is 32x32: with A=100
(=~ 10% of the pixels), the number of unique masks is around 7.7x10'°. Tt is thus
very unlikely for an adaptive attacker to correctly predict which masks will be used
by our detector.

We train our AE classifier using two supervised learning techniques: AdaBoost [33]

and SVM [34].

2.4 EVALUATION

We evaluate the detection performance of the proposed scheme against Lo attacks in
terms of detection rate and false positive rate (FPR). The detection rate is defined
as the ratio of the number of successfully detected AEs to the total number of AEs.

FPR refers to the fraction of benign samples that are misclassified as AEs.

2.4.1 DETECTION PERFORMANCE

We use D;-Train, D¢-Carlini-Train, and Dg-ResNet-Train (see Section 2.2) to
train our detectors and evaluate them based on the corresponding testing sets.
CW-L, attacks. As shown in Table 2.1, the proposed technique achieves very high
detection rates (up to 100% on CIFAR-10, and 99.3% on ImageNet) with low FPR
values. The results are stable across different target models, confidence levels, and
classification methods.

In addition to SVM and Adaboost, we also train a fully connected neural network
as the AE classifier, and obtain very similar results. It shows that it does not affect
the performance by using a more sophisticated classifier. It also indicates that the

effect of E&R does not depend on a specific classifier type.
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Table 2.1: Performance of THEMIS.!

Target . DR: CW-1L, DR:

Dataset Mocgiel Classifier | FPR = 4= —7 T 210 | DeepFool
Coling SVM | 06% | 100% | 100% | 100% 99.4%
CIFAR-10 AdaBoost | 0.0% | 100% | 100% | 100% 98.3%
ResNot32 SVM | 2.8% | 99.4% | 99.6% | 99.6% | 99.8%
AdaBoost | 0.9% | 99.4% | 99.2% | 99.4% | 99.8%
SVM | 35% | 97.9% | 98.4% | 98.7% | 93.7%
ImageNet | ResNet50 | S T27% [ 08.9% | 992% | 993% 95.0%

LAfter THEMIS is trained using training datasets that contain benign samples, CW

and DeepFool AEs, the DR (Detection Rate) and FPR (the rate of benign samples

misclassified as AEs) are measured using testing sets.
DeepFool attacks. For another leading L, AE generation algorithm—DeepFool
(see Section 1.2.4), we observe very similar results as CW-Ly. Table 2.1 shows that
our detector achieves very high detection rates (up to 99.8% on CIFAR-10, and 95.0%
on ImageNet) with low FPR values.
Comparison with baseline. To illustrate the the benefits of the Telea inpainting
algorithm used in our detector, we compare it with a baseline method, which uses
a median filter to recover the damaged pixels. In particular, the window size of our
median filter is 3x3, which is also adopted by Feature Squeezing [17]. Without loss
of of generality, the datasets we use are Ds-ResNet-Train and Do-ResNet-Test. We
replace the Telea inpainting with the median filter in our implementation to build a
baseline detector. Figure 2.5 shows the comparison result using ROC (receiver op-
erating characteristic) curves of the different detectors. As shown in Figure 2.5(a),
when SVM is used as the classifier, the AUC value declines from 99.54% to 91.64%.
Similarly, as shown in Figure 2.5(b), when AdaBoost is used, the AUC value corre-
spondingly declines from 99.89% to 93.72%. Thus, a high-quality inpainting method

is closely related to the final performance of our AE detector.

Comparison with prior work. As summarized in Table 2.2, we compare THEMIS

with some state-of-the-art AE detectors—NIC [24], LID [25], and Feature Squeez-
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Figure 2.5: ROC curves.

ing [17]. For CW-L, attack, their experiments only examine x = 0.0, which is the
default setting, so we also list the results under £ = 0.0 in Table 2.2 (see Table 2.1 for
the results of our detector under other x values). We take NIC as an example here.
With respect to CIFAR-10, NIC obtains the detection rate 96% (see Table I in [24]),
while our system achieves the detection rate 100%. With respect to ImageNet, the
detection rate of NIC is 96% (see Table I in [24]), while our detection rate is 98.9%.
In terms of DeepFool, THEMIS also outperforms other AE detectors. When consider-
ing CIFAR-10, our system obtains the detection rate 99.4%, while NIC [24] obtains
the detection rate 91.0% (see Table I in [24]). Similarly, when considering ImageNet,

THEMIS can achieve the detection rate 95.0%, that is superior to NIC, the detection

rate of which is 92%.

Table 2.2: Comparison with other AE detectors (DR: Detection Rate).!

Dataset CIFAR-10 ImageNet
Detector THEMIS | NIC FS LID || THEMIS | NIC FS LID
FPR 0.6% | 4.2% | 5.6% | 4.9% 2.7% | 14.6% | 8.3% | 14.5%
DR: CW-L, 100% | 96% | 100% | 86% 98.9% 96% | 92% | 8%
DR: DFool 99.4% | 91% | 7% | 84% 95.0% 92% | 9% | 83%

!We use the same attack settings as used in prior work [17, 24].
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More importantly, from the angle of FPR, the performance of THEMIS is signif-
icantly better than other detectors. For example, when considering CIFAR-10, the
FPR of NIC is 4.2%, while ours is 0.6%. Moreover, when considering ImageNet,
the FPR of NIC is 14.6%, while ours is only 2.7%. It is worth noting that the dis-
tribution of adversarial and benign images is not balanced in practice—most inputs
should be benign. Thus, FPR is a very important metric to evaluate the model per-
formance: a lower FPR indicates that the system makes fewer mistakes for benign

images. THEMIS is able to keep both a high detection rate and a wvery low FPR.

2.4.2 NOTABLE CHARACTERISTICS

Target-model agnostic. We are interested in finding out whether a detector trained
using AEs targeting one model can be directly used to detect AEs targeting another—
that is, whether it is target-model agnostic. We thus train our system using CW-Ly

AEs in De-Carlini-Train, and test it using CW-Ly AEs in Do-ResNet-Test.

Table 2.3: Target-model agnostic property of THEMIS.

Target Model Classifier Detection Rate
(Train — Test) k=0.0 | k=0.4 | k=1.0
SVM 100% | 100% | 100%
AdaBoost || 97.9% | 97.9% | 98.2%
SVM 99.9% | 99.9% | 99.8%

AdaBoost || 99.7% | 99.8% | 99.6%

Carlini—ResNet32

ResNet32—Carlini

As Table 2.3 shows, the detection rate is as high as 100%. We then train the
system using CW-Ly AEs in Dg-ResNet-Train, and test it using CW-Ly, AEs in
Dc-Carlini-Test; the detection rate is as high as 99.9%.

Therefore, this experiment not only confirms that THEMIS is target-model agnos-

tic, but also demonstrates that THEMIS has low risk of overfitting.

Transferability. We are also interested in the transferability of our detector—

whether THEMIS trained on one type of AEs can be directly applied to detect another
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type of AEs that are unseen during training. To verify it, we train THEMIS using
CW-Ly AEs in De-Carlini-Train, without loss of generality. Then, we test the
trained system using DeepFool AEs in Do-ResNet-Test and De-Carlini-Test , and
our system can achieve detection rates 97.1% and 96.2%, respectively. Thus, we
can conclude the proposed technique has very good transferability, that is, it keeps

effective in handling unseen AE generation methods.

Explanation. The two notable properties of THEMIS—target-model agnostic and
good transferability—can be attributed to the unique advantage of the proposed
approach: benign samples and AEs show distinct sensitivities to the E&R operations,

which do not depend on the target model and the attack method.

2.4.3 VALUE SELECTION FOR THE PARAMETER n.

We use n = 11 in the previous experiments. Here, we investigate the impacts of
different values of n on the detector’s performance. The CW-Ly AEs in Do-Carlini-
Train, Do-ResNet-Train, and D;-Train are used in this experiment. For CIFAR-10,
which has only 10 classes (thus no PCA is needed), varying the value of n has lit-
tle impacts. However, for ImageNet, the value of n has noticeable impacts: when
n increases, the AE detection rate increases and FPR decreases (see Table 2.4 and
Table 2.5 for more details). The reason is that by increasing n, more principal com-
ponents can be extracted (see Section 4). However, when n > 11, the performance
improvement is negligible, probably because the extra principal components do not

provide useful features for AE detection. Therefore, we adopt n = 11.

2.4.4 EFFICIENCY OF THEMIS

We investigate the efficiency of the proposed technique on ImageNet because large-
sized images consume more processing time. For a single image, ResNet50 needs

approximately 1.076 seconds for classification. Since parallel computing is supported
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Table 2.4: Impacts of different values of n (CIFAR-10).

Target . Detection Rate
Mogel Classifier | FPR =6 =04 [ n=1.0
Carlini SVM 0.4% | 100% | 100% | 100%
Adaboost 0.0% | 100% | 100% | 99.9% //".)
ResNet3?2 SVM 3.6% | 99.6% | 99.6% | 99.6% | ©
Adaboost | 0.9% | 99.2% | 99.1% | 98.5%
Carlini SVM 0.4% | 100% | 100% | 100%
Adaboost | 0.0% | 100% | 99.9% | 99.9% //<0
ResNet3?2 SVM 3.3% 1 99.6% | 99.6% | 99.6% | ©
Adaboost | 0.7% | 99.2% | 99.1% | 99.0%
Carlini SVM 0.4% | 100% | 100% | 100%
Adaboost | 0.0% | 100% | 100% | 99.8% //(\
ResNet3?2 SVM 2.9% 1 99.6% | 99.7% | 99.7% | ©
Adaboost | 0.9% | 99.3% | 99.1% | 98.9%
Carlini SVM 0.4% | 100% | 100% | 100%
Adaboost | 0.0% | 100% | 100% | 99.8% //0.3
ResNet32 SVM 3.0% | 99.7% | 99.7% | 99.7% | ©
Adaboost | 0.7% | 99.3% | 99.3% | 99.1%
Carlini SVM 0.4% | 100% | 100% | 100%
Adaboost | 0.0% | 99.8% | 99.9% | 99.7% //\,\/
ResNet32 SVM 2.8% 1 99.6% | 99.7% | 99.7% | ©
Adaboost | 0.8% | 99.0% | 99.2% | 98.9%

Table 2.5: Impacts of different values of n (ImageNet).

Target . Detection Rate

Model | Classifier | FPR = =10
SVM 9.8% | 954% | 95.1% | 95.5% |
Adaboost | 6.6% | 93.1% | 91.4% | 93.8% | ©
SVM L7% | 955% | 95.8% | 973% | %
Adaboost | 2.8% | 96.5% | 97.6% | 97.2% | *
SVM 3.6% | 97.6% | 98.1% | 98.2% | A

ResNetS0 1 boost | 2.1% | 97.9% | 98.6% | 98.6% | &
SVM 3.5% | 97.6% | 98.0% | 983% |
Adaboost | 2.0% | 98.0% | 98.4% | 98.8% | <
SVM 3.2% | 97.6% | 98.1% | 985% | ~>
Adaboost | 1.4% | 98.4% | 98.5% | 98.9% | <~

by GPU, given a relatively small number of images as inputs (e.g., n = 11), it takes
similar time to generate the classification vectors for them. Apart from this, to detect
AE, our method brings additional 1.01 seconds by average. In detail, it consumes

0.264 seconds for the inpainting, 0.744 seconds for the PCA-based dimension reduc-
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tion, and 0.002 seconds for the final prediction (taking SVM as an example). In short,

our detector causes a small delay.

2.5 RESILIENCE TO ADAPTIVE ATTACKS

In an adaptive attack threat model, an adversary knows the existence and internal
details of our detector and adapts the attacks to bypass the detection. We thus seek
to study the resilience of THEMIS to adaptive attacks.

An AE detector can be categorized as either differentiable or non-differentiable.
Several previous works propose defense mechanisms that apply differentiable trans-
formations to an image before detection or classification [15, 35-37]. But attackers
can circumvent these differentiable defenses by “differentiating through them”—i.e.,
by taking the gradient of a class probability regarding input pixels through both the
CNN and the transformation [18, 20, 38]. This strategy, however, is inapplicable to
bypassing THEMIS. Due to the random-erasing and inpainting-based restoring, our
approach is not only non-differentiable but involves tremendous randomness.

To bypass non-differentiable defences, Backward Pass Differentiable Approxima-
tion (BPDA) is proposed [39]. To handle defenses that employ randomized transfor-
mation to the input (like ours), it applies Expectation over Transformation [40] to
compute the gradient over the expected transformation to the input. However, in
our approach the erased pixels are randomly selected among all the image pixels, and
there are around 7.7x10*% unique masks (even for a small image; see Section 2.3.3);
thus, it is infeasible to calculate the expected transformation. Moreover, THEMIS is
not only randomized but also non-differentiable; in this case, it is unknown how to

apply BPDA to bypassing THEMIS.

Adaptive AE generation. He et al. [18] describe a representative adaptive attack

method against non-differentiable defences, where an attacker tries to circumvent the
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defensive approach by (a) considering intermediate distorted images during optimiza-
tion and (b) exploring multiple diverse optimization paths.

Inspired by [18], we design similar adaptive attacks to examine the resilience of
our approach. To that end, we modify the code of the CW algorithm [9], in order
to adaptively generate AEs that can bypass our detector. Specifically, after each
iteration in an optimization procedure, an intermediate distorted image is obtained.
We then check whether it can bypass our detector. For each image, we repeat the
optimization procedure for up to 7" times to explore different optimization paths (for
this purpose, we set a randomly initialized state at the beginning of each optimization
procedure). As shown in Figure 2.6, we set T' = 150, corresponding to around 450
seconds on average on our machine. In comparison, the two works [37] and [18] use
around 75 and 180 seconds to generate adaptive AEs for each image, respectively.

Given that adaptive CW AE generation is quite time-consuming, without loss
of generality, this experiment is conducted on 500 images randomly selected from
CIFAR-10. During the AE generation, we let k = 0.0, which means that the resulting
AE is classified as the target class. As k increases, the model classifies the resulting
AFE as the attacker-desired label more likely. As a larger value of k imposes an extra
constraint to attackers and lowers the chance of successful adaptive attacks, we only

consider k = 0.0.

Resilience results. We adopt the SVM-based detector that achieves a detection
rate of 100% (Table 2.1): no AEs can fool it without adaptive attacks. Figure 2.6
shows that only 4.2% (that is, 21 AEs) of adaptive AEs can bypass our detector.
By contrast, similar adaptive attacks [18] can bypass feature squeezing based AE
detection [17] at a success rate of 100%; as another example, [37] can merely achieve
a detection rate of 70% under adaptive CW attacks. More importantly, the first 50
times of the optimization path exploration attain the success rate of 3.4%, while the

following 100 times only increase the success rate by 0.8%. It shows that the effect
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Figure 2.6: Success ratio of adaptive AEs.

of adaptive attacks grows very slowly as the attacker doubles his time. We thus
can conclude that our detection technique is not only resilient to adaptive attacks
based on differentiation, but also to adaptive attacks through exploration of many
optimization paths. Thus, THEMIS, highly resilient to adaptive CW-L, attacks, fills

a critical gap in AE detection.

2.6 INTERPRETABILITY

Background. To make the final prediction, most neural-network-based image clas-

sifiers implement a softmaz function at the last layer

e
softmax(z); = ———,
2= €7 (2.1)
fori=1,--- K andz= (2, --,2x) € R

which maps an input vector z consisting K real numbers to a probability mass func-
tion over predicted output classes. The input vector of a softmax function is also
called logit. Given a benign image whose logit is z, the goal of an attacker is to

perturb the image to get a new logit z’ such that argmax,(z’) # argmax,(z).

Interpretation Using Classification Results. Let f(x) be the output of the

softmax layer of a neural network f when feeding the input x. Let T'(z) be the
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output of processing x with E&R operations. If z is benign, since it is not sensitive
to E&R operations, the probability mass functions f(z) and f(7'(x)) are similar. By
contrast, if x is an AE, f(z) is significantly different from f(7'(x)), since AEs are
very sensitive to E&R operations. In short, if the sensitivity distinction between AEs
and benign samples is true, the divergence (or distance) between f(z) and f(7T'(x))
should reflect whether = is malicious or benign. We then adopt two widely used
metrics, Wasserstein distance (WD for short) [41] and Kullback-Leibler divergence

(KL for short) [42].

— Decision boundary o
: «-» +-> E&R operations b
— Adversarial attack

O Adversarial example

@) Benign image

Restored samples

Figure 2.7: Illustration of how E&R works.

As shown in Figure 2.7, we depict benign and adversarial examples by green
circles and blue squares, respectively. The arrows with dotted line represent E&R
operations. We consider the changes caused by E&R operations on benign images
and AEs (depicted by green and blue arrows with dotted line, respectively) should fall
into different probability distributions. To visualize this, we randomly select 1,000
image pairs consisting of AEs and benign instances from Dj-Test. After feeding them
(with and without applying E&R operations) into the image classification model, we
collect the output of the softmax layer. Then, we measure the difference between f(x)
and f(T'(x)). To be consistent with the design of THEMIS, we apply E&R operations

10 times for each image and calculate an arithmetic mean of the 10 measurements.
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The visualization of samples is shown in Figure 2.8, which confirms our proposition;

that is, the changes caused by E&R operations on benign images and AEs fall into

different clusters.

Table 2.6: Clusters splitting result.

Attacks | Metrics | FPR | TPR
CW-1 WD 0.5% | 78.4%
2 KL 0.0% | 96.1%
DeenFool WD 1.1% | 85.7%
p KL | 0.5% | 89.3%
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Figure 2.8: Visualization of the changes caused by E&R on benign samples and AEs.
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Next, we quantitatively analyse to what extent the distance/divergence measure-
ment can help discriminate an AE that is across the decision boundary. In detail,
we use an optimal threshold based on the ROC (receiver operating characteristic)
curve, to split AEs and benign images distributions. Table 2.6 presents the FPR and
TPR (i.e., Detection Rate defined in Section 2.4). Note that the results are only
for illustrating that E&R imposes different impacts on AEs and benign samples in
terms of probability mass function changes, and do not represent the detection per-
formance of THEMIS (see Section 2.4 for its detection performance). Here, we only
use one dimensional feature (i.e., the Wasserstein distance or KL divergence) to split
two clusters, information loss inevitably degrades the splitting performance, which is

mitigated by the design of THEMIS.

Interpretation through Visualization of Feature Vectors. The feature vectors
due to 1,000 randomly selected benign samples from the ImageNet dataset and the
corresponding 1,000 AEs are visualized in Figure 2.9. For the visualization purpose,
it shows only three principal components of the pre-processed feature vectors (see
Figure 2.4). We have two observations. (1) While the feature vectors of benign
samples, before and after the E&R operations, are close (Figure 2.9(a)), those of AEs
form two clusters far apart (Figure 2.9(b)). (2) PCA is effective in preserving features

that help distinguish benign samples from AEs.

2.7 RELATED WORK

Countermeasures against AE attacks can be roughly divided into two categories.
The first category aims to eliminate the influences of AEs by either rectifying them
or fortifying the target neural network itself. The second category is AE detectors

(including our work), the goal of which is to predict whether an input is adversarial,
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Figure 2.9: Visualization of feature vectors.!

so that the target neural network can reject those inputs. Given the large body of

research on AEs, this is not intended to be exhaustive.

2.7.1 ADVERSARIAL INFLUENCES ELIMINATION

To improve the robustness of neural networks, adversarial training augments the
training set with the label-corrected AEs [43, 44]. Buckman et al. [45] propose using
thermometer-encoded inputs to assist adversarial training. Alternatively, Shield [46]
enhances a model by re-training it with multiple levels of compressed images using

JPEG, a commonly used image compression technique.

IThe coordinate axes respectively represent three largest principal components.
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Another strategy is to pre-process the inputs before feeding them to neural net-
works. For instance, the pixel deflection and a wavelet-based denoiser are combined
to rectify AEs [38]. Liao et al. [47] propose higher-level guided denoisers aiming to
remove the adversarial noise from inputs. Some other methods adopt JPEG compres-
sion techniques [48, 49] to filter out the information redundancy, which otherwise
provides living space for adversarial perturbations. However, their accuracies under
adaptive attacks are lack of adequate evaluations. CIIDefence [50] proposes to use im-
age inpainting with wavelet based denoising to rectify the classification result. How-
ever, its inpainting mask is guided by class activation maps, which can be predicted
and exploited by an adaptive attacker. Both MagNet [16] and [51] essentially take
the path of removing noises/enhancing images, rather than the Erase-and-Restore
path proposed in this work. REMIX [51] applies inpainting to rectifying classifica-
tion results, with an rectifying accuracy 86% on CIFAR-10. It uses autoencoder as
the inpainter. Autoencoders are typically data-specific, which means that it is only
effective on images similar to what they have been trained on. It did not study the
resilient to adaptive attacks and did not provide interpretation either.

Unlike all these works, the purpose of our work is for highly accurate attack
detection, e.g., an accuracy of over 98% on CIFAR-10 and ImageNet. It does not have
dependency on high similarity between training data and testing data. It is target-
model agnostic: a detector trained using AEs targeting one model can be directly
used to detect AEs targeting another. Moreover, our work provides interpretation
why the detection method works, and carefully examines its resilience to adaptive

attacks.

2.7.2 ADVERSARIAL EXAMPLES DETECTION

Li et al. [14] extract PCA features after inner convolutional layers of the DNN, and

then use a cascade classifier to detect AEs. Metzen et al. [15] train a CNN-based
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auxiliary network. This light-weight sub-network works with the target model to
detect AEs. Some techniques apply pre-processors on input images and use prediction
mismatch strategy to detect AEs. For example, Meng et al. [16] train an auto-encoder
as the image filter. If the predictions of an original image and the corresponding
processed one fail to match, the input is adversarial. Similarly, Xu et al. [17] propose
feature squeezing to detect AEs by comparing the prediction for the original input with
that for the squeezed one. However, adaptive attacks have successfully circumvented
all of the aforementioned detection methods [18-20]. Finally, Tian et al. [37] leverage
image rotation and shifting as pre-processors to construct a detector. Although these
operations can produce certain randomness to counter some adaptive attacks, their
randomness pool is very limited. It only has 45 possible transformations. As a result,
their method can merely achieve a detection rate of 70% under adaptive attacks [37].

Zeng et al. [52] proposes a novel AE detection method inspired by multiversion
programming, which first uses multiple off-the-shelf audio recognition systems to
classify the same audio input and then compares the classification results to detect
AEs. Their insight is the extraordinary difficulty of generating highly transferable
audio AEs, which is not the case for image AEs. We also make use of multiple
classification results, which, however, is based on the idea of sampling (i.e., applying
E&R multiple times) to enhance the detection accuracy.

Inpainting has been used in our prior AE detection work [28], but it was applied in
a different way. Specifically, [28] focuses on detecting Lg attacks by inpainting salient
noises, as Lg attacks usually cause large-amplitude perturbations due to minimizing
the number of modified pixels.

The AE detection idea that intentionally and randomly “damages” (i.e., erases)
some pixels of an image and then uses an inpainting algorithm is not only novel and
effective, but can also be interpreted and keep resilient to adaptive attacks. Unlike

other very complex methods, our method is extremely simple and easy to apply.
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Although it only handles Ly attacks, it can easily work as a plugin or complement to

enhance an existing attack detection system.

2.8 SUMMARY

Our finding has revealed that L, AEs are sensitive to the Erase-and-Restore opera-
tions, while benign samples are not. Exploiting the sensitivity distinction, we have
proposed a novel and effective AE detection approach E&R. It outperforms other
state-of-the-art approaches in terms of both high detection rates and low false pos-
itive rates. In addition, our detector is target-model agnostic, keeps effective across
different L, attack methods (i.e., good transferability across attack methods), and is
resilient to adaptive attacks. Furthermore, we have interpreted the detection tech-
nique from both qualitative and quantitative angles to provide deeper understanding
of the technique. Unlike many other detection methods that are complex and thus
difficult to construct and train, this method is very simple to build and easy to apply

in practice.
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CHAPTER 3
EXPLOITING THE INHERENT LIMITATION OF L

ADVERSARIAL EXAMPLES

3.1 INTRODUCTION

In the last chapter, the proposed erasing and restoring approach works by destruction
of the carefully perturbed pixels. Attackers thus may consider minimizing the number
of perturbed pixels, like in Ly AEs, to evade our detection. This, however, essentially
becomes Ly-norm attacks, which are a category of widely discussed threats where
adversaries are restricted in the number of pixels that they can corrupt. Although
many AE detection methods [53-55] and defense techniques [46, 47, 56] have been
proposed, prior methods either are not very effective in handling L, AEs or omit
discussing them. For example, feature squeezing [17] is capable of detecting Lo AEs.
However, He et al. [18] have shown that feature squeezers, either single or joint, are
not resilient to adaptive attacks. Previous work even argues that it is challenging to
recover the correct classification of Ly AEs by input transformation, as “it is very
difficult to properly reduce the effect of the heavy perturbation” [54].

We identify two characteristics of Ly AEs. By exploiting the two characteristics,
we build a detector based on a very simple architecture that achieves a high detection
accuracy. Moreover, a pre-processor based on these observations can effectively rectify
Ly AEs to recover the correct classifications.

The first characteristic is that it limits the number of modified pixels, but not the

amplitude of pixels. Thus, Ly attacks tend to introduce large-amplitude perturba-
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tions, especially for targeted attacks that aim to achieve an attacker-desired output
from a neural network. Second, as Ly attacks try to modify as few pixels as possible,
the optimization-based AE generation process tends to result in altered pixels that
scatter in the image. In other words, those corrupted parts are mostly small and
isolated regions. Both characteristics are verified by our experiments.

We accordingly propose a novel AE detection method. The main novelty is that
we convert the AFE detection problem into a comparison problem. Specifically, the
architecture of the detector uses a Siamese network [57], which is known to be powerful
in comparison. Given an image I, it is processed by a pre-processor to obtain another
image I'. The Siamese network takes I and I’ as the inputs and outputs whether
I is an AE. The advantage of the design is that the Siamese network is able to
automatically and precisely capture the discrepancies between the two inputs for AE
detection.

Another advantage is that the pre-processor used for AE detection can also work
as an effective defense by removing the influence of the adversarial perturbations.
Specifically, we propose an inpainting-based algorithm to process images, where in-
painting refers to the process of reconstructing the lost or corrupted parts of an
image. The inpainting techniques are a fruitful sub-field in the area of digital image
processings [21-23], which have been widely used in practice. As we will show in Sec-
tion 3.4.1, inpainting is more effective at eliminating the heavy perturbations created
by Ly attacks than previous defenses.

We implement a system AEPECKER to demonstrate the advantages aforemen-
tioned and the weakness of Ly attacks. The system architecture is shown in Fig-
ure 3.1. After inputting an image I to a pre-processor P, we obtain another image
I'. Then, the Siamese network predicts whether I is adversarial by taking (I, I’} as
the input pair. If I is detected as an Lo AE, then we regard I’ as a rectified image

and use it to replace I in subsequent image classification for the defense purpose.
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Figure 3.1: The architecture of AEPECKER. !

We have evaluated our system in terms of its detection and defense capabilities
using the popular image datasets CIFAR-10 and MNIST. Two leading Ly AE gen-
eration methods, JSMA [7] and CW-Ly [9], are both considered in the evaluation.
In the case of CIFAR-10 (we have similar results for MNIST), the evaluation re-
sults show that (1) the detection rate on the CW-Lg and JSMA attack is 97.1% and
99.7% respectively, both with a low false positive rate; (2) the proposed system has
outstanding transferability, as a detector trained only with JSMA AEs can detect
CW-Ly AEs with a high detection rate (99.4%), and vice versa; (3) the detection
is also attack-target-model agnostic (model agnostic, for short), since in the afore-
mentioned experiments CW-Ly AEs and JSMA AEs actually target different image
classification models; and (4) our defense method recovers the classification accuracy
from 0% (when classifying those successful AEs) to 87.3% for CW-Ly, and from 0%
to 96.1% for JSMA, and meanwhile, has a very small impact on benign images.

Moreover, in order to illustrate the effectiveness of the Siamese network in detect-
ing AEs, we experiment to use a preprocessing technique, bit depth reduction, that
is known to be weak. Feature squeezing [17] used it as one of the pre-processors and
obtained an AE detection rate 4.1%. In contrast, the Siamese network plus the weak
preprocessing technique achieves 99.6%, which demonstrates the unique advantage of

the Siamese architecture in detecting AEs.

f T is detected as an Lo AE, I’ is used for image classification as a defense.
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To summarize, in this chapter, we point out the inherent characteristics of Ly AEs,
which typically contain high-amplitude perturbations to very few and isolated pixels,
and propose to exploit them to develop detection and defense techniques. In addi-
tion, we convert the Ly AFE detection problem into an image comparison problem, and
propose to use a Siamese network to automatically extract the subtle discrepancies of
the input pair as features for the AE detection. The detector demonstrates multiple
prominent strengths, such as transferability across attacks and being attack-target-
model agnostic (so the detector keeps effective across attack methods and target clas-
sifiers). More importantly, we propose an effective inpainting-based defense against
L perturbations, which can recover the correct classification at a high probability. To
the best of our knowledge, this defense method achieves the highest accuracy when
dealing with Ly AEs. Last but not least, adaptive attacks that try to bypass our
detection are considered and evaluated. The evaluation results show that our system

is resilient to them.

3.2 SYSTEM DESIGN

The proposed system consists of a Siamese network (Section 3.2.2) which determines
whether an input image is an Ly AE, and a pre-processor (Section 3.2.1) which also
can be used as a defense component to correct the classification under the existence of
Lo AEs. Note that the pre-processor has a very small impact on benign images; thus

it can be used as a defense component independently without relying on detection.

3.2.1 PRE-PROCESSOR

The pre-processor adopted in our system is designed to reduce adversarial noises while
preserving the features in images to reduce false positives. From this perspective, the

proposed pre-processor can also be deployed as a defense against Lg attacks.
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Intuitively, failing to limit the amplitude of those altered pixels in the images will
result in outlier pixels. Previous work [54] emphasizes that it is challenging to get
rid of the effect of those heavy perturbations. However, we argue the outlier pixels
can be fixed by applying a processor based on inpainting. In image processing, the
term “inpainting” refers to the process of reconstructing lost or corrupted regions of
image data (or to remove small defects). Our idea is to treat those outliers as small
corrupted regions, and the inpainting technique exactly meets the need for eliminating
the Ly noise.

In detail, we observe that those Ly perturbations manifest themselves visually as
salient noises. A mask to determine which pixels should be reconstructed can help
identify these cases. When inspecting the pixel intensity in different color channels
(e.g., the R, G, B channels for color images), for an altered pixel, it is highly possible
that one extreme wvalue can be observed in at least one channel. For example, an
original pixel is represented as an intensity vector [0.32, 0.56, 0.62], where all the
values are normalized. After corrupting by the L, attack, it becomes [0.33, 0.55,
0.96], whose B channel has an extreme value 0.96. We define a value as extreme if it
is either smaller than an upper bound « or larger than an lower bound 3. Thus, to
obtain such a mask, we first locate all pixels of which the intensity are exceptional
at least one channel. Meanwhile, we noticed that such pixels that achieve extreme
values in all of the three channels are often the bright parts such as the sky in a
natural image. Therefore, we use a parameter v to help filter out such pixels in color
images. According to our observation, we choose 7 = 0.7 as an empirical value. Lines
4-10 in Algorithm 1 show the procedures to initially create the mask.

In addition, considering that the number of altered pixels only occupies a small
portion of the image, the possibility that most of the altered pixels will assemble to
form a connected region is very low. Consequently, to further exclude those unlikely

candidates, we will remove those relatively large connected regions from the mask.
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Algorithm 1: The Pre-processor based on Inpainting.

Input: A color image Z;
two bounds « and 3 used to find extreme values;
a parameter v to describe bright pizels in natural images;
a structuring element &£ of the specified size and shape.
Output: A processed color image, denoted by S.

1 Normalize Z < [min(Z) — Z]/[min(Z) — maz(Z)];

2 Extract three channels (Z%, Z¢, Z7) from T;

3 Initialize the masks M% M% MP « {0};

4 for each pixel Z; € Z, do

5 | if (ZE<a)V[(ZE>PB)AIZE <~y Vv IP <~)] then
6 L ME  1;

7 | if (Z8 <a)V[(ZE > B) AN (ZFE <y VvV IP < )] then
L ME — 1;

9 if (ZP <a)V[(ZP > B)AN(ZF <~y Vv IF <~)] then
10 L MB 1,

11 for each pixel M} € MX where x := R,G, B, do

12 | if INMF) >E, st Mf=1 A M} € N(M{) then
13 | M« 0;

14 for each 7% :=I% 7¢ 7% do

15 L SX +Inpainting ZX according to MX;

16 Reconstruct S with S®, S¢ and S”;

17 return S.

Specifically, we use a structuring element £ to describe a connected region with the

specified size and shape. If a connected region is larger than £, we will exclude such

region from the mask, as Lines 11-13 in Algorithm 1 show, where N(-) denotes a

connected neighborhood.

We thus independently produce an inpainting mask for each channel of a color

image. We then take advantage of the inpainting method proposed in [22] to restore

those deteriorated pixels for each channel, as Lines 14-15 in Algorithm 1 show. Fig-

ure 3.2 displays some concrete examples applying Algorithm 1 with a = 0.2, 5 =0.8

on CIFAR-10. The resultant images in the even numbered row show that the adver-

sarial perturbations are almost completely eliminated. We will provide more detailed
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experimental results to demonstrate how our defense influences the effectiveness of

Ly attacks in Section 3.4.

Figure 3.2: Defense based on inpainting.?

The algorithm for gray images is very similar to Algorithm 1, but we only need
to consider one channel rather than three. Thus, we can consider the algorithm for

gray images as a special case of the algorithm for color images.

Parameters selection. At beginning, our algorithm normalizes the value of all
input pixels, such that their values are in the range of [0, 1]. (1) « is the upper bound
of extremely small values; thus, the value of o should be small (e.g. less than 0.2).
(2) f is the lower bound of extremely large values; thus, it should be relatively large
(e.g. 0.7 at least). Different parameters settings slightly affect the effectiveness of
rectifying AEs. We show the experiment results in Section 3.4.1. (3) In addition, as
aforementioned, we use a parameter, ~, to help filter out the normal bright parts in
a natural image. The term atmospheric light refers to those pixels, which has been

discussed in detailed in the field of image processing [58]. Based on our experience, in

2The first and third rows show the CW-Ly and JSMA attack applied to CIFAR-10 images,
respectively. The second and fourth rows show the corresponding resulting images after inpainting.
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our experiment (Section 3.4), the value of v is set to 0.7. (4) Finally, the structuring
element & is closely related to the restoration capability of the inpainting algorithm
and the size of input images. The corrupted region that can be restored by the widely
used inpainting algorithms is not only a single pixel but also a small patch [21-23].
However, as the size of patch increases, the restoration effect usually degrades. A
recommendation size of £ given by [22] ranges from three to ten pixels. Note that
the performance of the pre-processor has little impact on the detection accuracy of

AEPECKER, as demonstrated in our evaluation (see Section 3.4.2.3).

3.2.2 SIAMESE NETWORK-BASED DETECTOR

As a classic category of neural network architecture, Siamese networks [57] are widely
applied among those tasks that involve detecting similarities or other relationships
between two or more comparable things [59]. In general, a Siamese network consists
of two sub-networks which share one identical architecture with the same weights.

Given an input image I, when pre-processing is adopted, the input image I and
the pre-processed one I’ may be very different even if I is benign. On the other hand,
the discrepancy between the two images, I and I', may not be simply described using
a single value and compared with a threshold, as adopted by feature squeezing [17].
These are the main challenges in devising an accurate detection technique.

We propose a Siamese-based Ly AE detector with the help of a pre-processor,
which converts the AE detection problem into an image comparison problem. Once
the model with fine tuned weights is established (via training), the discrepancy be-
tween I and I’ can be extracted by the Siamese network. Taking the discrepancies

as features, the model can predict whether the input image is adversarial or not.
Figure 3.3 illustrates the architecture of our Siamese network-based AE detector.
In particular, we learn from the classical AlexNet [60] to design our CNN-based sub-

networks but only use a shallow network. The purpose is to explore how well the AE
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Figure 3.3: The architecture of a Siamese network which is used as our AE detector.

detector performs even when it only uses a simple network design. The details of the

sub-network employed by each twin in the Siamese network are as follows:

CNN : — conv(3 x 3,64) — ReLU
— conv(3 x 3,64) = ReLU
— maxpool(2 x 2) — dropout(0.3)
— Flatten

— linear(___,128) — ReLU — dropout(0.5)

— linear(128,10) — softmazx.

Figure 3.4 elaborates the training phrase of the proposed detector based on a Siamese
network. Given an image I and its pre-processed version I’, the Siamese network
takes (I, I') as inputs, where the label is 0 if I is not an AE (denoted as I,,), or 1 if
I is an AE (denoted as I,). Although it is difficult to use a formula to describe the
discrepancy between the input pair (/,, I.) and the consistency between (1,, I!), the
Siamese network is effective in learning such relationship. Moreover, the consistency

and discrepancy can be learned even when a non-powerful pre-processor is adopted,
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Figure 3.4: Training phrase of the AE detector based on a Siamese network.

such as a bit depth reducer (see Section 3.4.2.3). The result of the last layer of each

of the two sub-networks is fed to a contrastive loss function [61]:

(1- Y);(DW)2 + (Y);{(max(o, m — D))

where Dy is defined as the Euclidean distance between the outputs of the two sub-
networks, Y is a binary label assigned to the input pair, and m > 0 is a margin used
to define a radius around the output of one of the sub-networks. Finally, once the
model is successfully trained, the Siamese network can be used to determine whether
I is an AE.

Our evaluation shows that, even with a relatively small training dataset and a

network with very few layers, our detector can still achieve a very high accuracy.

3.3 EXPERIMENTAL SETUP

In this section, we describe the experimental settings and implementation (Sec-

tion 3.3.1) and discuss the datasets used in our evaluation (Section 3.3.2).

3.3.1 EXPERIMENTAL SETTINGS

Threat model. We assume attackers have full knowledge on a trained target image

classification model, but no ability to influence that model. Thus, given a trained tar-
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get model, attackers can use the Ly attacks including JSMA and CW-L; to generate

AEs that will be misclassified by the target model.

Target models. We use two popular datasets for the image classification task:
MNIST and CIFAR-10. For each dataset, we build up two individual models for
the two types of Ly attacks. Specifically, for MNIST, we set up a CNN-based classi-
fier [62] for JSMA, and reuse the model structure provided in [9]—which we denote as
Carliniy;—for CW-Lgy. For CIFAR-10, we select the 32-layered ResNet model based
on a residual learning framework [26] for JSMA, and reuse the model structure given
in [9]—which we denote as Carlinic—for CW-Ly. All the target models are trained
from scratch.

Table 3.1: Classification accuracy of the target models.

Dataset Target Model | Accuracy
Carlinips [9] 99.26%
MNIST CNN [62] 99527
B Carlinic [9] 78.86%
CIFAR-10 ResNet [26] 91.96%

Table 3.1 summarizes the classification accuracy on the testing data of each model.
The accuracy of Carliniy; and the CNN target model for MNIST is 99.26% and
99.52%, respectively; and the accuracy of Carlinic and the ResNet model for CIFAR-
10 is 78.86% and 91.96%, respectively. Note that only those images which can be
correctly classified by the corresponding target models are used to generate AEs in

the following experiments.

Attacks. For the target models Carliniy; and Carlinic, we reuse the code provided
in [9] to generate CW-Ly AEs. The default parameters settings suggested by Carlini
and Wagner [9] are as follows: the number of maximum iterations is 1000, the initial
constant is 0.001, and the largest constant is 2. To compare with the state-of-the-
art works [17, 24], we follow these parameters settings. Furthermore, for the target

CNN and ResNet model, we generate AEs with JSMA by leveraging the Adversarial
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Robustness Toolbox (ART) [13]. We used the same parameters settings as [17, 24],
ie, # =1,7v=0.1. As both JSMA and CW-L, are targeted attacks, we designate

the next class as the target class.

Table 3.2: Evaluation of the Ly attacks.

Dataset Attack Success rate
CW-Ly [9] 100%
MNIST JSMA [7] R1.6%
B CW-Ly [9] 100%
CIFARTI0 —3evia 7 99.8%

Table 3.2 reports the results of the AEs. The success rate is defined as the proba-

bility that an adversary achieves their goal. For a targeted attack, it is only considered
a success if the model predicts the target class. Note that we only use the AEs that
can successfully attack the target models to evaluate the performance of our system
on detecting AEs.
Implementation. We implement our Siamese-based detector in Python using the
Keras [27] platform with TensorFlow [63] as backend. Keras provides a large number
of high-level neural network APIs and can run on top of TensorFlow. The Telea’s
inpainting algorithm [22] is implemented based on Open Source Computer Vision
Library (OpenCV) [64].

The experiments were performed on a computer running the Ubuntu 18.04 operat-
ing system with a 64-bit 3.6 GHz Intel® Core™) i7 CPU, 16 GB RAM and GeForce
GTX 1070 GPU.

3.3.2 DATA PREPARATION

We generate AEs based on two image datasets, i.e., CIFAR-10 and MNIST.

CIFAR-10 contains 60,000 color images; each is assigned to one of ten different
classes, such as dog, frog and ship. CIFAR-10 is split into the training and testing

dataset, which contains 50,000 and 10,000 images, respectively.
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We first filter out those images that cannot be correctly classified by the corre-
sponding target model. We then use the CW-L; algorithm to generate AEs that can
successfully attack the Carlinic model [9], and create two dis-joint datasets, denoted
as De-CWLO-Train and Dy-CWLO-Test. In detail, Do-CWLO-Train contains 10,000
legitimate images and 10,000 AEs. Dc-CWLO-Test contains 1,000 benign images and
1,000 AEs. Next, we follow the similar method on CIFAR-10 but instead using JSMA
to generate AEs based on ResNet classifier [26]. As a result, we obtain two dis-joint
datasets, denoted as Dy-JSMA-Train and D¢-JSMA-Test. There are 10,000 legiti-
mate images and 10,000 AEs in training set. There are 1,000 legitimate images and

1,000 AEs in testing set.

MNIST contains 70,000 8-bit grayscale images of hand-written digits. Each im-
age is assigned a label from 0 to 9. MNIST is split into the training and testing
dataset, which contains 60,000 and 10,000 images, respectively. We carry out sim-
ilar procedures on MNIST to create a training and testing set but using different
target models. As a result, we have D,~-CWLO-Train and D,,-CWLO-Test based
on Carliniy; model [9], as well as Dy-JSMA-Train and D,-JSMA-Test based on
CNN [62] model. The sizes of these datasets are the same as their counterparts in
CIFAR-10. Considering that CIFAR-10 is a more challenging dataset compared with
MNIST, we will spend more space on explaining the results for CIFAR-10 in the

following experiments.

Note that all the aforementioned legitimate images can be classified correctly by the

target model, and all the AEs can successfully fool the corresponding target model.

3.4 EVALUATION

In this section, we first evaluate the effect of our pre-processing method as a defense
alone (Section 3.4.1). Next we evaluate the accuracy of our system on detecting AEs

generated by JSMA and CW-Lg (Section 3.4.2), and the efficiency in terms of training
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and testing (Section 3.4.3). The resilience of our system against an adaptive attack

is presented in Section 3.5.

3.4.1 EFFECTIVENESS OF PRE-PROCESSOR AS DEFENSE

It is worth noting that our proposed method can not only detect adversarial exam-
ples but also rectify the classification results. Thus, this sub-section shows that our
pre-processor as a defense can individually and functionally rectify the classification
results of Ly AEs.

To mislead a classifier to predict a specific target class, the adversarial perturba-
tions produced by an Ly attack such as JSMA or CW-L; are introduced intentionally
instead of randomly. Moreover, the adversarial strength of an Lj attack limits the
number of pixels that can be manipulated; and as a result, the manipulated pixels
need to have significant changes. The proposed inpainting-based pre-processor is to
eliminate the possible adversarial pixels while preserving the benign ones. Therefore,
the inpainting-based pre-processor can also be considered as a defense against Ly

attacks.

Inpainting-based pre-processor for color images. We first evaluate the ef-
fectiveness of the inpainting-based pre-processor as a defense against Ly attack on
CIFAR-10. The inpainting-based algorithm has two parameters: the threshold a ex-
tracts the pixels whose values tend to be very small, and [ is used to screen all pixels
whose values tend to be extremely large. We use 1,000 AEs in Dy-CWLO-Test to
evaluate the effectiveness of the inpainting-based pre-processor as a defense against
CW-L, attacks and examine its performance with varying values of a and 5. With-
out pre-processing, these AEs result in 0% classification accuracy when using the
Carlinic model [9]. After pre-processing, each recovered AE is analyzed by the model

to predict a class label. Table 3.3 shows the results. When o« = 0.1 and g = 0.7, the
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performance is the best—the classification accuracy on these AEs is increased from
0% to 87.3%.

Table 3.3: The classification accuracy on AEs in De-CWLO -Test after using
inpainting-based pre-processors.

“1 0.0 0.1 0.2

g

0.6 | 81.3% 86.9% 84.2%
0.7 | 80.5% 87.3% 86.5%
0.8 | 76.0% 86.2% 86.5%

We then use 1,000 AEs in Do-JSMA-Test to evaluate the effectiveness of the
inpainting-based pre-processor as a defense against JSMA attack. Without pre-
processing, these AEs result in 0% classification accuracy of the ResNet model [26].
After applying inpainting-based pre-processor to rectify those AEs, each recovered
AE is analyzed by the ResNet model to predict a class label. Table 3.4 shows the
results. We can see that when o = 0.0 and 3 = 0.8, the performance is the best—the
classification accuracy on these AEs is increased from 0% to 96.1%. This classifica-
tion accuracy is higher than 87.3% given by the previous Carlinic model. Moreover,
the ResNet model is more robust against the benign perturbations introduced by the

inpainting procedure.

Table 3.4: The classification accuracy on AEs in De-JSMA -Test after using
inpainting-based pre-processors.

“1 00 0.1 0.2

B

0.6 | 90.0% 81.2% 63.2%
0.7 | 941% 88.8% T74.5%
0.8 | 96.1% 91.2% 77.3%

As a comparison, we examine the impact of both SVD compression and median
filter on AEs generated by L, attacks. First, as a low-pass filter, SVD compression
is usually used to reduce noise in images. As shown in Table 3.5, when varying the

loss ratio of SVD compression, the classification accuracy on the processed AEs is
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very low—at most 44.5% and 27.4% for CW-Ly AEs and JSMA AEs, respectively.
Note that we only use those images which can be correctly classified by the target
model to generate AEs; thus the maximum classification accuracy given by the tar-
get model here is 100%. Therefore, the experiment suggests that the perceptible
perturbations introduced by an Lj attack are very difficult to be reduced when only
using the frequency domain filters. Alternatively, [17] and [49] claim that median
filter is particularly effective in mitigating adversarial examples generated by an L
attack because such perturbations are very similar to salt-and-pepper noises. In our
experiments, after applying the median filter to process AEs in D-CWLO-Test and
Dce-JSMA-Test, the classification accuracy given by Carlinic and ResNet is 79.8%

and 85.3%, respectively; both are lower than the proposed defense.

Table 3.5: The classification accuracy on testing datasets after applying SVD com-
pression.

Loss ratio | 60% 40% 20%

JSMA 274% 17.9%  5.4%
CW-Ly | 44.5% 35.1% 21.4%

Inpainting-based pre-processor for gray images. We can observe similar re-
sults on MNIST when taking advantage of the inpainting-based pre-processor as a
defense against an L attack. Our experiment shows that processing the 1,000 AEs
in Dy(-CWLO-Test with the proposed inpainting-based method results in a significant
increase of the classification accuracy on the Carliniy, model [9]—from 0% to 88.2%.
Similarly, after using the proposed inpainting-based method on the 1,000 AEs in
D-JSMA-Test, the recovered AEs result in the classification accuracy on the CNN
model [62] to increase from 0% to 86.1%. All of the results above are obtained when
a = 0.1 and f = 0.8. When varying the value of « from 0.1 to 0.2 and the value of

S from 0.7 to 0.8, the classification accuracy increases slowly (84.9% at least).
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As a comparison, Bafna et al. [65] independently focus on the Ly attacks, and
propose a defense based on Fourier transform. But our approach outperforms theirs—
after applying their defense algorithm against CW-Lg, their classification accuracy
on the MNIST testing set is only 72.8%. Note that they did not conduct experiments

on standard color-image datasets such as CIFAR-10.

Impact on benign images. To investigate the impact of the defense methods
on benign images, we first carry out an experiment on the 1,000 benign images from
Dc-JSMA-Test. Specifically, we use the ResNet model [26] to classify each color image
after the inpainting-based defense is applied. The classification accuracy on these
processed images only decreases from 100% to 95.6%. Next, we conduct a similar
experiment on the 1,000 benign images from Dy-JSMA-Test. We use the CNN
model [62] to classify each gray image after the inpainting-based defense is applied.
As a result, the classification accuracy on these processed images only decreases from
100% to 99.7%. The results show that a very small impact is imposed on classifying

benign images.

Summary. Therefore, the proposed inpainting-based algorithm is effective in de-
fending against Ly attacks such as CW-Ly and JSMA. Moreover, our defense methods
have a very small impact on benign images, which implies it can be directly applied

without relying on detection.

3.4.2 DETECTING Ly ADVERSARIAL INPUTS

In this sub-section, we evaluate the effectiveness of our system on detecting AEs
generated by Lg attacks, which demonstrates that the detector (i.e., pre-processor

plus the Siamese architecture) can effectively distinguish AEs from benign images.
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3.4.2.1 DETECTION EFFICACY

We evaluate the detection performance of the proposed scheme against CW-L, and
JSMA attack. The inpainting-based pre-processor is used to create input pairs to the

Siamese network.

Color images. The two training datasets, De-CWLO-Train and Dy-JSMA-Train, are
used to train our system individually for 200 epochs using early stopping configured
with a minimum accuracy change of 0.001 and 50 patience steps. If an accuracy
change is less than 0.001, we consider that there is no improvement of the model
performance; after 50 epochs with no improvement, the training is stopped. We save

the resulting models as the base models.
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Figure 3.5: ROC curves for different datasets.

We now evaluate the detection accuracy of the base models against CW-L, and
JSMA attack on Ds-CWLO-Test and D.-JSMA-Test, respectively. Each dataset con-
tains 1,000 benign images and 1,000 AEs. We plot the ROC (receiver operating
characteristic) curves, which are showed in Figure 3.5(a). We can achieve the AUC
values of 98.69% and 99.94% for the two L, attacks. Table 3.6 shows more detailed

results evaluated on the testing set.
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We consider the adversarial images as positive, and the benign images as nega-
tive. Thus, the recall value (i.e., the detection rate) is the ratio of the number of
successfully detected AEs to the total number of AEs; and False Positive Rate (FPR)
is the fraction of the negative testing data (i.e., benign images) that is misclassified
as positive. In practice, the distribution of adversarial and benign images are not
balanced—most of the images should be benign. Thus, FPR is a very important
metric to evaluate the model performance; a lower FPR indicates that the system

makes fewer mistakes for benign images.

Table 3.6: The detection performance of the proposed system.

Dataset | Attack | Accuracy | Precision | Recall | F1 Score | FPR
JSMA 99.85% 100.0% 99.70% | 99.85% 0.0%
CW-1Lg 95.80% 94.64% 97.10% | 95.85% 5.5%
JSMA 99.80% 99.90% 99.70% | 99.80% 0.1%
CW-Lg 99.40% 99.30% 99.50% | 99.40% 0.7%

CIFAR-10

MNIST

As shown in Table 3.6, when analyzing AEs generated by the CW-L, attack, the

detection rate of De-CWLO-Test is 97.1% and the FPR is 5.5%. When analyzing AEs
generated by the JSMA attack, the detection rate of De-JSMA-Test is 99.7% and the
FPR is as low as 0.0%.
Gray images. We follow the same configurations to conduct an experiment on
MNIST. Because gray images only have one channel, training a Siamese network on
MNIST is simpler than that on CIFAR-10. We thus only train the detector for 100
epochs using an early stopping with 30 patience steps.

We evaluate the detection accuracy of the base models against CW-Ly and JSMA
attacks on Dy-CWLO-Test and D,-JSMA-Test, respectively. We plot the ROC
curves as the Figure 3.5 (b) shows. The AUC value can achieve 99.84% and 99.93%.
In Table 3.6, we can observe similar results as the experiments given on CIFAR-10.

When facing CW-Lg attacks, the detection rate for the AEs from D-CWLO-Test is
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99.5%, and the FPR is 0.7%. When facing JSMA attacks, the detection rate for the

AEs from Dy,-JSMA-Test can achieve 99.7%, and the FPR is as low as 0.1%.

Table 3.7: Comparison with state-of-the-art detectors in terms of FPR and detection
rate.

Dataset Detector | FPR | CW-Ly | JSMA

AEPECKER | 2.0% 98.4% 99.5%
CIFAR-10 FS [17] 4.9% 98.1% 83.7%

NIC [24] | 3.8% | 98.0% | 94.0%
AEPECKER | 0.4% | 99.1% 99.3%
MNIST FS [17] 4.0% 91.1% 100%
NIC [24] 3.7% 100% 100%

Comparison. We compare the proposed system with the state-of-the-art AE de-
tectors, including feature squeezing [17] and NIC [24]; both of them show that their
systems are able to effectively detect Ly AEs. Moreover, feature squeezing [17] uses
multiple feature squeezers, and we only compare our system with the best results of
their work. To this end, we train two comprehensive models for color images and
gray images, respectively. Specifically, for color images, we train the detector using
both De-CWLO-Train and Dy-JSMA-Train. For gray images, we train another de-
tector using Da-CWLO-Train and D,~JSMA-Train. We summarize the adversarial
detection rate and FPR in Table 3.7. For CIFAR-10, the detection rate of feature
squeezing [17] on CW-Ly and JSMA attacks is 98.1% and 83.7%, respectively, and
its FPR—the percentage of the benign images among all the testing benign images
that is misclassified as positive—is 4.9%. NIC [24] can achieve the detection rate of
98.0% and 94.0% on CW-Lg and JSMA attacks respectively, and its FPR is 3.8%.
Our AEPECKER outperforms theirs—we can achieve the detection rate of 98.4% and
99.5% for the two types of Ly attacks and our FPR is only 2.0%. With repect to
MNIST, the detection rate of our model is comparable with feature squeezing [17]

and NIC [24]. Moreover, AEPECKER achieves the lowest FPR for both CIFAR-10
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and MNIST. Therefore, our proposed detector outperforms the two state-of-the-art

detectors.

3.4.2.2 TRANSFERABILITY

This experiment is to evaluate the transferability of our system: whether our system
trained on one type of Ly AEs can be directly applied to detect another type of Lg
AEs that have not been seen during training without any adaptation. To this end, we
train our system using De-JSMA-Train and use Do-CWLO-Test to test the detector.
The result shows that the detection rate is as high as 99.4%. Similarly, we train our
system using De-CWLO-Train and use De-JSMA-Test to test the detector. The result
shows that the detection rate is as high as 98.7%.

The similar results are obtained for MNIST: if we use D,~JSMA-Train to train
the Siamese network and use D ,,-CWLO-Test to test the detector, the detection rate is
96.3%; if our system is tained using D,,~CWLO-Train and tested on Dy-JSMA-Test,

the detection rate can achieve 95.4%.

Summary. Therefore, our system has good transferability; our system trained on
AEs generated by one Lj attack can be directly applied to detect AEs generated by

another Ly attack without any adaptation.

3.4.2.3 PRE-PROCESSOR STUDY

We next conduct an experiment to examine the impact of the pre-processor; specifi-
cally, we would like to see what the detection accuracy will be if a weak pre-processor
is adopted. The weak here means the manipulated AEs through such a pre-processor
still cannot be classified correctly by the target model with a high possibility. Through
this, we will show that even with a weak pre-process, our system can still achieve a
high detection accuracy—this means that a perfect pre-processor is unnecessary for

our Siamese-based detector to achieve a high success rate of detection.
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Without loss of generality, we use color images as an example for the following
discussion. For color images such as CIFAR-10, each channel of RGB is encoded by
8 bits. As Figure 3.6 shows, we can reduce the original 8 bits to fewer bits without
influencing the image recognizability for human eyes. Figure 3.6 also shows that it
is very difficult to remove those striking adversarial perturbations introduced by L
attacks only with such an approach. Moreover, the original Ly AEs can mislead the
target neural networks to a classification accuracy of 0%. After applying bit depth re-
duction, the classification accuracy for AEs in the testing datasets is calculated. The
experiment results are shown in Table 3.8, which suggest that processing the AEs
generated by JSMA and CW-L, with bit depth reduction cannot increase the clas-
sification accuracy of the target model. Therefore, the bit depth reduction approach

only has a very limited capability to defend against L, attacks.
Original 5

b HHE
Y

Figure 3.6: Image examples from CIFAR-10 after applying bit depth reduction.?

We thus choose the bit depth reduction as a weak pre-processor for color images.

The experiment results show that even when a weak pre-processor (such as bit depth

3Given the different numbers of bit depth, the first row displays a benign image and its processed
versions; the second row displays an AE generated by CW-Ly and its corresponding processed
images; the third row displays an AE generated by JSMA and its corresponding processed images.
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reduction) is applied, our Siamese-based detector still can achieve a very good perfor-
mance. The detection rates for AEs generated by JSMA and CW-Lg are 99.6% and
99.4%, respectively; and the FPR is 2.1%. Xu et al. also use bit depth reduction as
a pre-processor [17]; however, the best detection rates provided by their system for
AEs generated by JSMA and CW-L; are 4.1% and 36.5% respectively, and its FPR
is 5%.

Table 3.8: The classification accuracy for AEs in testing datasets after applying bit
depth reduction.

Bit Depth
2-bit | 3-bit | 4-bit | 5-bit
Dc-JSMA-Test || 22.2% | 27.1% | 21.2% | 12.0%
D¢-CWLO-Test || 51.2% | 56.6% | 55.1% | 51.5%

Datasets

Summary. Therefore, our proposed Siamese-based detector outperforms the state-
of-the-art method when using the same weak pre-processor. The result also demon-
strates that the good performance of our detector does not rely on a perfect pre-

processor, but is due to the Siamese network design.

3.4.3 EFFICIENCY

Training time. It is widely known that neural networks usually require a large
amount of data and time for training. However, as our sub-networks employed within
the Siamese architecture are quite simple and shallow, the training is very efficient.
For example, for Dy~JSMA-Train and De-JSMA-Train, each epoch with 20,000 im-
ages (10,000 benign images and 10,000 AEs) only takes 5 and 7 seconds, respectively.
On the other hand, due to the simple and shallow sub-networks, with a relatively
small training set, our Siamese neural-network-based AEPECKER can still achieve
high detection accuracies (Section 3.4.2). Moreover, the training time is linear with

respect to the number of epochs and the number of training samples for each epoch.
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Our experiment results show that our system trained on CIFAR-10 and MNIST
can converge very quickly and achieve high accuracy within 100 and 200 epochs,
respectively—thus, the training only requires around 8 minutes and 23 minutes, re-
spectively.

Testing time. The trained detector can detect an AE very fast. For example,

AEPECKER only takes approximately 0.5ms on average to detect whether an image

from CIFAR-10 is adversarial or not.

3.5 RESILIENCE TO ADAPTIVE ATTACK

An adversary who knows the details of AEPECKER will try to adapt the attacks.
Thus, we seek to understand the resilience of AEPECKER to adaptive attacks by
answering the following questions. (Q1) What is the percentage of the high-amplitude
altered pixels in AEs generated using non-adaptive L attacks? Exploration of this
question not only helps us understand L attacks and why the proposed detection
and defense techniques work well, but also guides the adversary to adapt L, attacks.
(Q2) How difficult is it for an adversary to adaptively generate Ly AEs that bypass
our detection?

To answer these questions, we launch an adaptive L, attack by adopting a similar
method described in [18], which has successfully demonstrated a capability to impede
feature squeezing [17]. Our implementation is based on the source code given by [9].
To generate Ly AEs, after each step of stochastic gradient descent (SGD), an inter-
mediate distorted image is generated as a resolution of the optimizer. Each time the
optimizer runs, the process tries to minimizes the number of altered pixels and, in

the meanwhile, keep the targeted attack successful.

Answer to Q1. Let N4 be the number of altered pixels and Ng the number of
such altered pixels that possess extreme values (i.e., values smaller than « or larger

than (). We consider the ratio p = Ng/N4 as an indicator showing the percentage
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Figure 3.7: Lg attacks are launched on 100 randomly selected images from CIFAR-10.
For each of the last 10 optimization steps, we examine the average ratio p of the 100
intermediate distorted images.

of pixels with large-amplitude perturbations, and want to understand how this ratio
changes in the AE generation process. As an empirical analysis, we carry out SGD
step by step on 100 randomly selected images from CIFAR-10. For each of the last
10 steps, we calculate an average ratio p value of the 100 intermediate images, as
shown in Figure 3.7. We observe that the average ratio p goes higher and higher
as N4 decreases. Finally, when the optimal resolution is found, around 90% of the
altered pixels by average possess extreme values. This helps understand why the
proposed technique works well, since it is designed to deal with such large-amplitude
perturbations by recovering these pixels.

An adversary who is aware of the details of the proposed technique thus should try
to control the amplitude of those altered pixels while satisfying the Ly optimization
target (i.e., minimizing N4). Thus, given an image, we run the SGD multiple times;
once the value of p is over 80% (note this value finally can reach 90% by average),

we explore different optimization paths. The result shows that only 5% of the cases
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succeed to control the ratio p under 80%. Therefore, it is difficult to control the

amplitude of the altered pixels while satisfying the Ly optimization target.

Answer to Q2. We follow the procedures described in [18] to adaptively search
potential Ly AEs. Our design of the adaptive Ly attack is as follows. Since inpaint-
ing is used in both detection and defense, the adversary integrates it into the AE
generation; during the AE generation, the intermediate image at each step of the op-
timization procedure is processed using our inpainting pre-processor. Next, we check
whether the resulting image is a successful attack. If that it cannot successfully fool
the neural network, we iteratively run SGD multiple times (10 in our experiments)
until a resolution is found. We randomly select 100 color images from CIFAR-10, Our
experiments show that the final number of altered pixels only takes up less than 2%
of the total number of the pixels in images from CIFAR-10, which means that they
achieve the Ly optimization target. In order to save computational time, we start
checking and adaptive optimization after such percentage is lower than 5%. The
result finally shows that only 7% of cases can generate successful AEs to evade our
detection. In contrast, [18] shows that adaptive attacks using a similar method can
bypass feature squeezing [17] at 100%. Therefore, our method is much more resilient

than prior work.

Summary. Based on these explorations, we conclude that L, attacks have an in-
herent limitation, and it is difficult for adaptive attacks to overcome the limitation

to bypass our detection.

3.6 RELATED WORK

As an increasing number of adversarial example generation approaches have been
proposed in recent years, AE attacks are becoming a non-negligible threat to the
deep learning. Consequently, finding solutions which may protect DNNs against AE

attacks is of significance. Generally, the protection strategies against AE attacks fall
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into two groups, i.e., detection and defense. In this section, we will briefly review

them both.

3.6.1 DETECTING ADVERSARIAL EXAMPLES

An AE detector is a binary classifier which is designed to distinguish an adversarial
sample from a legitimate one. There are two strategies which are often used to design

AE detectors, i.e., adversarial training and predication mismatch.

Detector Training. Some techniques use both AEs and legitimate images to train
a detector. For example, Li et al. [14] extract PCA features after inner convolutional
layers of the neural network, then use a cascade classifier to detect AEs. Metzen
et al. [15] use both adversarial and benign samples to train a CNN-based auxiliary
network. This light-weight sub-network works with the target model to detect AEs.
They usually require a large number of samples to train the model while we only need
a relatively small dataset. More importantly, our detector achieves a high detection
rate but low FPR for handling Ly AEs. In addition, Ruan et al. [66] provided an
empirical analysis and conclude that the model which is trained only through using
both adversarial and benign data usually shows poor performance because the normal-

related features and adversarial-related features are overlapped.

Prediction Mismatch. Feeding one benign image to different DNNs often gains
very similar prediction, while using one adversarial image as input, different models
may make distinct predictions. Based on this observation, the disagreement among
several models can be leveraged as a measurement to distinguish whether the input
sample is benign or adversarial. For example, Bagnall et al. [55] train an ensemble
of multiple models to use a rank voting mechanism to combine those outputs. In
this way, an ensemble disagreement can be used to detect adversarial examples. Bi-
model [53] firstly employs two pre-trained distinct models to generate features, then

feeds the concatenated features to an additional binary classifier.
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Other works [16, 17, 37, 54] apply pre-processors on an input image. For example,
Meng et al. [16] train an auto-encoder as the image filter. Tian et al. [37] pre-process
the images with randomly rotation and shifting since adversarial examples are usually
sensitive to such transformation operations. Liang et al. [54] implement an adaptive
denoiser based on image entropy as the filter. Their methods then feed the original
image and the processed one to the same neural network—if the predictions of the
two images fail to match, the input is adversarial. In addition, Xu et al. [17] pro-
pose feature squeezing to detect AEs by comparing the prediction on original inputs
with that on the squeezed ones. However, the proposed detector outperforms feature
squeezing for handling Ly attacks. Note that the performance of their approach heav-
ily relies on the effectiveness of the feature squeezing methods. On the contrary, our
Siamese-based detector does not rely on powerful pre-processing (see Section 3.4.2.3).

Our detection technique seems close to the approaches in the second category but
is actually very different. Rather than using a simple mismatch or a distance value
to describe the discrepancy between an AE and its manipulated image, our technique
uses a Siamese network to automatically extract the discrepancy between the two as

features for detection.

3.6.2 DEFENSE

The primary task of defensive techniques is to alleviate or eliminate the influences
of AEs. In other words, with the help of defense, even facing attacks, those deep
learning models are still able to make correct predictions at a high possibility. In
general, the current defensive techniques can be grouped into two major categories,

that is, model enhancement and input transformation.

Model Enhancement. The first category improves the resilience of neural networks
by including AEs in the process of model training, i.e., adversarial training [6, 67).

However, this type of defense is usually less effective against black-box attacks than
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white-box attacks considering the training only focuses on one certain neural network.
Also, Xu et al. claim that this kind of technique suffers high cost because of iterative
re-training with both adversarial and normal examples [17]. Alternatively, defensive
distillation is proposed, and can obstruct the neural networks from fitting too tightly
to the data [11]. However, the prior work [9] demonstrates that the approach can be
easily circumvented with a minimal modified attack such as a CW-Lg. Shield [46]
enhances a model by re-training it with multiple levels of compressed images based

upon JPEG. However, this method is still ineffective against L attacks.

Input Transformation. For the second category of defenses, researchers have
averted their eyes from neural networks to the adversarial inputs themselves. In
short, pre-processing the inputs before feeding them to networks is helpful for in-
creasing the prediction accuracy even when facing adversarial examples. The reason
why adversarial examples could successfully fool the deep learning model without
being perceived is that attackers take advantage of the information redundancy of
images to add adversarial noise. Consequently, well designed filters or denoisers
can be considered a cure for adversarial images by removing unwanted noise. For
instance, Liao et al. [47] propose higher-level guided denoisers to remove the adver-
sarial noise from inputs; however, their approach is computationally expensive and
their work does not show its effectiveness on Ly attacks. Some other methods adopt
compression techniques, such as PCA [68] and JPEG [48, 49, 69, 70], to filter out the
information redundancy which may provide living space for adversarial perturbations
in images; however, these approaches are not suitable for Lg attacks. Furthermore,
Bafna et al. [65] independently propose a defense against Lg attacks; but their Fourier-
transform-based approach is not as effective as ours (see Section 3.4.1).

There exist some approaches that do not fall in either category. For example,
MVP-Ears [52] borrows the idea of multi-version programming from software engi-

neering and applies it to audio AE detection. It deploys multiple diverse automatic
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speech recognition systems in parallel, and detects audio AEs by comparing their
recognition results. However, the idea will probably fail in handling image AEs,

which are known to have good transferability [6].

3.7 SUMMARY

In the setting of classic Ly AE attacks, a bounded number of pixels can be corrupted
without limiting the amplitude. These large-amplitude perturbations in Ly AEs are
considered as a challenge by many previous works, since the effect of such corruptions
is difficult to eliminate. Considering the threats caused by Ly AEs, a highly accurate
detection technique and an effective defense that can rectify the classification under
Ly perturbations are urgently needed. By identifying and exploiting the inherent
characteristics of Ly AEs, we develop AEPECKER that thwarts this type of attacks.
Its novel Siamese-network-based design shows very high accuracies in detecting Ly
AEs, and its inpainting-based preprocessing technique can effectively rectify those
AEs and thus correct the classification results. Plus, it is resilient to adaptive attacks

that bypass prior approaches.
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CHAPTER 4
COMPREHENSIVE ADVERSARIAL EXAMPLES DETECTOR

WITH HYBRID DESIGN

4.1 INTRODUCTION

In the previous chapters, we have demonstrated the noticeable characteristics of Lg
and Lo attacks, so we tailor our detectors accordingly. Next, we will systematically
combine two proposed detecting techniques together to cover all categories of AEs,
i.e., Lo, Lo, and L., attacks.

To integrate the L., AEs into existing detection frameworks, we statistically com-
pare different kinds of AEs in terms of the distortion degree. In fact, researchers have
investigated the overall perturbations caused by various AE attacks and found that
Ly often lead to lower distortion by taking both the number of altered pixels and
their amplitude into consideration. For example, Liang et al. pointed out that “CW
L, attack can find adversarial examples with at least two times lower distortion than
FGSM” [54]. Furthermore, Table 4.1 and Table 4.2 (which are extracted from Table
2 in [17]) quantitatively show the results evaluated on 100 seed images. In particular,
“the Lg distortion is normalized by the number of pixels (e.g., 0.560 means 56% of
all pixels in the image are modified)” [17]. We can see that the amplitude of altered
pixels caused by Ly is remarkable. The difference between the number of altered
pixels by Ls and L is not statistically significant. Even from the perspective of the

L., distance, the difference is not significantly higher. But, the overall distortions
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Table 4.1: Distortion evaluation of attacks on CIFAR-10.
Type | Attack Sl;{c:tzss Llestzztlon -
FGSM 85% 0.016 | 0.863 | 0.997
L | IGSM 92% 0.008 | 0.368 | 0.993
CW-L 100% | 0.012 | 0.446 | 0.990
I DeepFool 98% 0.028 | 0.235 | 0.995
> [CW-L, 100% | 0.034 | 0.288 | 0.768
I JSMA 98% 0.896 | 4.954 | 0.079
O ["CW-L, 100% | 0.650 | 2.103 | 0.019
Table 4.2: Distortion evaluation of attacks on ImageNet.
Type | Attack Slfl{c:teess LooDlstzztlon -
FGSM 99% 0.008 | 3.009 | 0.994
Lo | IGSM 100% | 0.004 | 1.406 | 0.984
CW-L 99% 0.006 | 1.312 | 0.850
I DeepFool 89% 0.027 | 0.726 | 0.984
2 CW-L, 90% 0.019 | 0.666 | 0.323
Ly | CW-Ly 100% | 0.898 | 6.825 | 0.003

in terms of Euclidean distance by L, is approximately two times to four times lower
than the L., AEs.

Therefore, we use a uniform Siamese-network-based detector like AEPECKER to
tackle both Ly and L., AEs. If the images cannot be labelled as adversarial in
this step, they will be further checked by the follow-up THEMIS. We will detailedly
describe our hybrid system design in Section 4.2.

This proposed comprehensive AE detector acquires the strengths from the two
aforementioned detection techniques. In this way, the new detector not only inherits
all noticeable features from it assembly components, but also is extended to cover all

kinds of AEs. Our evaluation shows that it is able to accurately distinguish various

AEs with a low false positive rate on benign images.
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4.2 SYSTEM DESIGN

The Figure 4.1 shows the system architecture of our proposed hybrid AE detector.
It consists of two modules, i.e. AEPECKER and THEMIS. After feeding an image I
and its counterpart I’ (that is manipulated by the pre-processor) into AEPECKER,
this module can decide whether [ is adversarial. If not, I will be input to THEMIS,
so that a further check can be made. Only if the latter module outputs a negative

label again, can I be confirmed as benign.
x Advcrsarial‘i‘i x Adversaﬁal‘:‘?

Input image ‘[ I e
Siamese network Erase & Restore ;’:/chimnat;"‘;
based AE detector based AE detector N,

Figure 4.1: The architecture of proposed detector.

4.2.1 PRE-PROCESSOR

In the original design of AEPECKER, only our proposed inpaiting-based pre-processor
is deployed. To enhance the performance of our hybrid detector, we propose using k-
means based color quantization as a color depth reducer after applying the inpaiting-
based pre-processor. Therefore, in our new system, we manipulate an input image I
using the proposed inpaiting-based method first. After that, we process the resulting
image with k-means based color quantization to obtain I’.

One pixel in a true-color image has three color channels, i.e. R, G and B, each
of which also needs an 8-bit integer to represent a component in such channel. Con-

224 possible values for each pixel. In

sequently, a color image theoretically provides
reality, we can significantly reduce the the number of color in an original image with-

out fundamentally decreasing the image recognizability to humans.
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Original

Figure 4.2: Images with color quantization based on the k-means algorithm. !

Almost any clustering algorithm in 3D space can be applied as a color quantizater.
In particular, Celebi [71] analyzed the performance of k-means as a color quantizer
and demonstrated it can outperform other color quantization methods. Therefore, we
perform a k-means based color quantization for a given image with N unique colors.
In the resultant image, N is finally reduced to k, where k < N. Figure 4.2 shows
some concrete instances where the original color images are from CIFAR-10 dataset.
With k-means based color quantizer, we obtained the corresponding resultant images
with different numbers of unique colors.

The value selection for the parameter & depends on the number of unique colors
in the image and the size of image. We investigate the impacts of different values
of k on the adversarial perturbation reduction, taking CIFAR-10 as an example.
Only successful AEs are used in our evaluation, so without k-means based color

quantization, the target DNN cannot make a correct prediction, i.e. the classification

IThe first column shows the original images from CIFAR-10 dataset. The following columns
show the corresponding versions with different numbers of unique colors after being pre-processed.
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Table 4.3: Impacts of different values of k (CIFAR-10).

k
4 8 16 32
FGSM | 45.5% | 49.8% | 36.8% | 23.6%
IGSM | 43.5% | 42.4% | 18.9% | 2.7%
JSMA | 38.6% | 34.8% | 31.2% | 27.9%

Attack

accuracies are all 0%. As Table 4.3 shows, after using the proposed pre-processor,
the influence of adversarial perturbations are reduced. Considering the size of images
from CIFAR-10 is small, as k increases, the effect of k-means based color quantization
weakens. The pre-processor deployed in our system aims to reduce the influence of
adversarial perturbation but keep the features in images which may help a target
DNN to make correct predictions. Therefore, we empirically adopt & = 8 in the

following experiments.

4.2.2 MODEL TRAINING

Since the L., AEs detection is integrated into the AEPECKER framework, we re-
train this Siamese-network-based module. In particular, Given an image I and its
pre-processed version ', the Siamese network takes (1, I’) as inputs, where the label
is positive if [ is either an Ly or Lo, AE. Otherwise, if I is a benign image or an Lo
AE, we label the image pair (I, I’) as negative in the dataset.

It is worth noting that THEMIS works as a plugin to enhance the overall detection

system, thus no extra changes are needed for it.

4.3 EVALUATION

As summarized in Table 4.4, we compare the proposed hybrid detector with other
prior works [17, 24, 25]. We use the same attack settings as used in these works. Our

detector outperforms Feature Squeezing [17] and LID [25] in terms of detection rate
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and FPR. Nic [24] achieves a roughly comparable performance with the proposed

detector, but ours FPR of is still the lowest.

Table 4.4: Comparison with other prior detectors in terms of detection rate and FPR.

Attack
Detector | FPR I-5mer r T7GSM [ DeepFool, | CW-L, | JSMA [ CW-I,
Proposed | 3.3% | 98% | 98% | 99% | 100% | 99% | 98%
NIC | 4.2% | 100% | 100% | 91% 06% | 94% | 98%
FS [ 4.9% | 21% | 55% | 7% | 100% | 84% | 98%
LD [56% | 94% | 96% | 84% 6% | 92% | 90%

4.4 SUMMARY

Although the previously proposed THEMIS and AEPECKER are not a panacea for
detecting against all possible attacks, it easy to combine them together or deploy
them as a complement to tackle a wider variety of AE attacks. To demonstrate this
point, we propose a comprehensive AE detector acquires the strengths from its two
assembly modules. In particular, we propose an enhanced pre-processor and re-train
the Siamese-network-based detector. The evaluation results show that our system
outperforms other state-of-the-art detectors in terms of both the high detection rate

and the low FPR.
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CHAPTER 5

CONCLUSION

The existence of adversarial examples is considered as a fatal threat to the neural-
network-based applications. Therefore, how to effectively protect the neural- network
against AE attacks attracts more and more interests from the research community.
We have observed that many AE detectors have been proposed. However, recent
studies show that the detection usually goes ineffective when facing adaptive Ly AEs.
To this end, we propose a novel detection technique against DNN adversarial exam-
ples, based on the observation that L, AEs are sensitive to the Erase-and-Restore
operations, while benign samples are not. To provide a deeper understanding of the
proposed technique, we have qualitatively and quantitatively interpreted the sensitiv-
ity distinction of AEs and benign images to E&R operations. The evaluation results
show that the proposed detector outperforms other state-of-the-art approaches in
terms of both detection rates and false positive rates. In addition, our detector is
target-model agnostic, keeps effective across different Lo attack methods (i.e., good
transferability across attack methods), and is resilient to adaptive attacks. Further-
more, unlike many other detection methods that are complex and thus difficult to
construct and train, this method is very simple to build and easy to apply in practice.

Another category of AEs which are considered as a challenge by many previous
works is the Ly AE. In the setting of classic Ly AE attacks, a bounded number
of pixels can be corrupted without limiting the amplitude. Many researchers point
out that the effect of heavy perturbations caused by the L, attack is difficult to

eliminate. However, we argue that this noticeable characteristic is an limitation of
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Lg attacks which leads such AEs can be exploitable. Thus, we develop AEPECKER
that thwarts this type of attacks. Its novel Siamese network based design shows very
high accuracies in detecting Ly AEs, and its inpainting-based preprocessing technique
can effectively rectify those AEs and thus correct the classification results. Plus, it is
resilient to adaptive attacks that bypass prior approaches.

Finally, to cover a wider variety of AE attacks, we combine the previously proposed
methods together to obtain a comprehensive hybrid AE detector. This new detection
system acquires both strengths from its two assembly modules. The evaluation results
demonstrate that our system outperforms other state-of-the-art detectors in terms of

both the high detection rate and the low FPR.

5.1 DiscussiON AND FUTURE WORK

First, our work shows that only controlling the number of altered pixels without
limiting the resulting amplitude weakens the power of the generated AEs. Thus, for
the purpose of AE generation, how to make a good trade-off between the number of
altered pixels and their amplitude becomes critical when designing new AE generation
algorithms, which is a good direction worth being explored.

In addition, our adaptive attack (following the procedures in [18]) is based on
the exploration of different optimization paths. There exist some other alternative
white-box attacks, such as the method proposed in [20] which attempts to create new
AEs by modifying the loss functions to bypass detectors. Whether other different
adaptive attacks, such as [20], can bypass our detector is interesting, and we plan to
investigate it in the future.

Another possible adaptive attack is to limit the perturbations in a restricted area
that the defender is not aware of. Most prior works [72-74] that limit perturbed
pixels to a given sub-region use Lg-norm. We notice that some recent works [75,

76] that only perturb pixels in a limited region also use Ls-norm to achieve better

69



invisibility. However, their modified regions or even pixels are predictable, which
can be exploited by an AE detector. Therefore, how to limit the Ly perturbation to
an arbitrary sub-region is still an open question. A future task is to investigate the
effectiveness of E&R once such L, perturbations are available.

Furthermore, this work focuses on attacks launched against digital images; we
notice that physical attacks [77, 78] are attracting more and more interests from
the research community. In particular, patch-based AEs, which are widely used in
physical attacks, are not in the scope of this work. However, it is interesting to study
the effectiveness of E&R on physical attacks [77]. We leave this as our future work.

Finally, some recent studies on certified robustness have attracted much inter-
est from the research community. For example, Cohen et al. [79] present a certified
robustness guarantee in norm for the smoothed classifier that is obtained by using
Gaussian noise. Furthermore, Jia et al. [80] derive a tight robustness in norm for top-
predictions when using randomized smoothing with Gaussian noise. Some related
works [81, 82] also show that inpainting has a side effect of denoising by smoothing
the interpolated pixels. Our inpainting-based approach can be considered as an al-
ternative to randomized smoothing. Thus, it is interesting to analyze the certified

accuracy of our inpainting-based method. We plan to explore this in our future work.
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