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Introduction 
Privacy and confidentiality are fundamental values of libraries and are vital to the preservation of 
academic freedom. According to the American Library Association, “all people, regardless of origin, age, 
background, or views, possess a right to privacy and confidentiality in their library use. When users 
recognize or fear that their privacy or confidentiality is compromised, true freedom of inquiry no longer 
exists” (ALA, 2006). The University of South Carolina Libraries respects the confidentiality of patron 
records and communications in all formats in compliance with federal and state law, and with university 
data privacy policies.  

The following policy describes how University Libraries collects and uses the personally identifiable 
information (PII) of patrons (university-affiliated and guests) while providing library services. 

Data Collected by the Libraries 
University Libraries collects several types of digital data while providing access to the libraries’ physical 
and electronic resources. Personally identifiable patron data collected by University Libraries falls into 
several categories: 

• Data provided by the university. The Libraries obtain student data from the Student Services’ 
Banner system and employee data from Human Resources. These data are regularly loaded into 
library systems via an automated process to ensure that we are providing members of our user 
community access to our services and collections.  
 

• Data provided by the patron. Examples of data collection points include Carolina Card swipes at 
library entrance and exit points, book or other materials check outs, requests for access to 
special collections, email messages to library employees, and messages sent through the 
library’s chat platform. 
 

• Data generated in the libraries. The library operates security cameras at points throughout the 
library. This footage may include images of patrons’ faces that would allow other people or 
machines to identify them. Video footage collected at the library is hosted by and is accessible 
to UofSC Law Enforcement and Safety and is limited to review by trained UofSC Libraries 
personnel. Footage is hosted for one year before deletion.  

For data collected by the Libraries, internal unit policies will determine procedures for the removal of 
patron data and records. For example, Special Collections units retain information for perpetuity for the 
safety and security of the collections. 

Some data the libraries collects is not PII. Examples include: 

• The user’s IP address 
• Pages visited on the library website 
• Referring URL 
• Software used to visit the library website and the configuration of that software. 
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Data Collection – 3rd Parties 
When using library resources, patrons often leave the library website and search databases and 
websites beyond the domain of the University of South Carolina Libraries. These websites may collect 
personal information about visitors. Certain sites may also require or suggest registration. A website’s 
collection and use of this information is governed by their own policies rather than those of the UofSC 
Libraries; however, the Libraries makes every effort to negotiate policies that protect the privacy of our 
patrons. To learn how data collected by third parties are used, patrons should view the privacy 
statements that can be found at these sites.  

Who Has Access? 
Access to Personally Identifiable Information collected by the UofSC Libraries is restricted to trained 
personnel and used solely for the purpose of providing library services, such as patron access to physical 
resources, electronic resources, Libraries facilities, and assistance from Libraries personnel. 

Sharing Data 
The UofSC Libraries shares limited patron data with third parties in order to provide access to certain 
resources. Whenever possible, data sharing to third parties is restricted to the information that is 
necessary to authorize patron access to electronic resources.  

Personal information on library patrons that is requested by government agencies will not be shared 
without a subpoena executed by a court of law unless it is deemed essential for an emergency situation 
as described in Data Privacy Limits.  

Data Security 
The UofSC Libraries takes steps to ensure that patron data is secure by collecting the minimal amount of 
Personally Identifiable Information necessary to provide library services. Access to this data is restricted 
to trained personnel. For assessment and reporting purposes, the Libraries aggregates and strips 
identifying information.   

Data Privacy Limits 
Emergencies 
The library may permit inspection, monitoring, or disclosure of personally identifiable patron 
information for reasons other than normal library business only: 

• When required by law 
• When required by university policy 
• When there is a substantial risk that data submitted by a patron to University Libraries systems 

or third-party vendors is identified as posing potential harm or loss of property to members of 
the university community (for example, by using a library service platform to share hate speech 
or threats). 

Necessary Inspection 
While performing work duties at University Libraries, trained personnel, including circulation and 
information technology staff, will have unavoidable contact with patron Personally Identifiable 
Information.  
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Enforcement 
Patrons of the University of South Carolina Libraries who have questions or concerns about patron data 
privacy should contact the relevant Data Steward. 
 
Only the Dean of UofSC Libraries, who serves as Data Trustee for the unit, is authorized to interact and 
comply with requests for information from law enforcement. If such a request is received, the Dean will 
confer with the Office of the President and the University’s General Counsel to determine the 
appropriate response. Library records will not be made available to any law enforcement entity without 
a subpoena, warrant, or other legal order that has been issued by a judge. University Libraries faculty, 
staff, and student workers are trained to refer all such law enforcement inquiries to the Libraries 
Administration. 
 
Your Rights 
The UofSC Libraries will ensure that your data is protected to the greatest extent possible. You have the 
right to request a copy of the data that is collected by the Libraries, and to correct this information if 
necessary. In some circumstances, we may be able to delete or to further restrict access to this data. 

To exercise these rights or to contact us with concerns, comments, or complaints about the University 
Libraries’ handling of patron data, please contact the Dean of UofSC Libraries or the relevant Data 
Steward in writing. Your request or comments will be reviewed and responded to in a timely manner. 
We will attempt to fulfil your request to the greatest extent possible but be aware that your request 
may not be covered under the scope of this policy and that the Libraries may be limited in its ability to 
delete or restrict access to data collected by third-party vendors. 
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